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Preface

Intended Audience
This document is intended for:

® Network engineers
® Technical support and servicing engineers
® Network administrators

Technical Support
® Ruijie Networks website:_https://www.ruijie.com/

® Online support center:_https://www.ruijie.com/support

® Case portal: https://caseportal.ruijie.com

® Community: https://community.ruijienetworks.com

® Email support: service_rj@ruijie.com

® Live chat: https://www.ruijie.com/rita

® Documentation feedback: doc@ruijie.com.cn

Conventions
1. GUI Symbols

GUI Symbol Description Example
1. Button names )
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface ) 2. Select Config Wizard.
menu items
] 3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.

2. Signs

The signs used in this document are described as follows:

© warning
An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ Caution
An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.
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W Note
An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

& Specification

An alert that contains a description of product or version support.

Notes
The manual offers configuration information (including model, port type, and command line interface) for

indicative purpose only. In case of any discrepancy or inconsistency between the manual and the actual version,

the actual version prevails.
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User Guide Overview

1

Overview

This document describes how to use the eWeb management system. You can use the eWeb management

system to configure common settings for devices.

You can access the eWeb management system through a browser (such as Google Chrome) to manage
switches.

2 Typical Applications

2.1

2.11

2.1.2

Typical Application Description

Managing Devices Through After switches are properly configured, you can access the eWeb
the eWeb Management management system through a browser to manage these switches.
System

Managing Devices Through the eWeb Management System

Server Requirements

The web function is enabled by default, the default IP address is 192.168.1.200, and the default username and
password are admin. Before logging in to the web Ul for the first time, connect the PC to the LAN port of the
device using an RJ45 cable and configure the IP address of the PC to be in the same network segment as the
default IP address (192.168.1.x). Then, you can access the web Ul using the default IP address, username, and

password. Upon successful login for the first time, the system prompts you to change the password.
Client Requirements
1. Client: Aclient refers to a PC or a mobile terminal such as a laptop. A network administrator can log in to the

eWeb graphical user interface (GUI) of a switch from the client's browser to manage switches.

2. Browser: Google Chrome is recommended. Exceptions such as garbled characters or formatting errors may
occur if an unsupported browser is used. If an exception occurs due to the use of an old version of Google

Chrome, you are advised to upgrade it to the latest version.

3. Resolution: You are advised to set the resolution to 1600 x 900 or 1920 x 1080. If other resolutions are used,

font and formatting issues may occur.

2.2 Logging In

2.2.1 Logging In to the Web Management System

(1) Enter the switch IP address in your browser's address bar. Make sure that the IP address is reachable. The

login page is displayed.
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Figure 2-1 Logging In

1Ruijie | Recycc

Password

Forgot Password? English v/

(2) Enter the password and click Log In. The main interface of the eWeb management system is displayed.
(3) If you need customer service assistance, contact local technical support.

(4) To preventlogin through brute-force cracking, your account will be locked for 1 minutes after 5 failed attempts.
You cannot log in during the locking period.

2.2.2 Forgot Password

If you cannot remember your username or password, click Forgot Password?

Figure 2-2 Forgot Password

What to do if you forgot the password? X

If you need additional assistance, please
visit: https:.//www.ruijienetworks.com/rita

Forgot Password? | English v
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If the Telnet password is known, run the webmaster password command. The configuration is as follows: The

configuration is as follows:
Hostname> enable
Hostname# configure

Hostname (config) # webmaster level 0 username admin password hostname@123
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3 Network management

3.1 Main Interface

The main interface of the network management system is displayed.

Figure 3-1 Main Interface

Ruijie | Rcyce  test> ¢ English v QRemote 0&M & Network Configuration [3Log Out
Y Overview
Setup> Net Status ( Online Devices / Total ) Refresh &

; £\ Devices Hostname: g (. || (=]
E SN: G1SKSRZ00175A

10.110.57.139 9 ¥ 0790

= System i IP Address: 10.110.57. Internet Router Switches APs

o - MAC Address: 00:D0:F8:19:14:31
F Software Version:
Hardware Version: 1.10

This area displays links to common functions, including Device Info, Change Language, Remote O&M, Network
Configuration. Log Out. You can click these links to switch to specific configuration pages.

Figure 3-2 Header

Ruijie | Rcycc  test > o English ~ (O Remote 0&M & Network Configuration [3Log Ouf

1. Device Info

When you move the cursor to the device name, the basic information of the online device is displayed, including
the device name, device model, SN, IP address, MAC address, and software version.

Device Info

Ruijie | Rcycc  test > csem P Device Info (Click to manage)
Device Name:
Device Model: C© -
SN: G1SK5RZ00175A

IP Address: 10.110.57.139
MAC Address: 00:D0:F8:19:14:31

m Software Version: C¢~~ ~~
= System . -

.

{2y Overview

Device Info

Devices

e — MAC Addrace: NONNFR19:14:21

Click the device name to access the Home page. For details, see 4 .
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2. Language Switching

Click English in the upper right corner to switch the system language.

Figure 3-3 Language Switching

English ~ O Remote O&M & Network Configuration [3Log Out

AR

English

[ Delete Offline Devices Batch Upgrade

3. Remote O&M

Click Remote O&M in the upper right corner to log in to the MACC for remote O&M through the URL or by

scanning the QR code.

Figure 3-4 Remote O&M

English v @ Remote 0&M = £ Network Configuration

Already Bound with Ruijie Cloud.

Enter Ruijie Cloud

Scan the QR code to download App.
« Simple configuration
« Convenient management
* Smart diagnostics

4. Network Configuration

Click Network Configuration in the upper right corner to access the network setup wizard. For details, see 3.2
Network Configuration.
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Figure 3-5 Network Configuration

English v Q3 Remote O&M £ Network Configuration [3Log Out

5. Log Out

After the network management is complete, click Log Out to exit the eWeb home page and return to the login
page, as shown in the following figure.

Figure 3-6 Log Out

English v  QRemote O&M & Network Configuration [3Log Out

3.1.3 Navigation Menu

This area displays main tabs of the network management system.

Figure 3-7 Navigation Menu

Ruijie | Rcycc  test > cme

12 Overview
Device Info
Devices Hostna
= System IP Addi
o (" - MAC Addi
P

Software Vers

Hardware Vers

3.2 Network Configuration

Click Network Configuration in the upper right corner to access the Discover Device page.
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3.2.1 Discover Device

By default, users can perform batch settings and centralized management of all devices in the network.
Therefore, before starting configuration, you need to check and confirm the number of online devices and
network status in the network.

Note

Under normal circumstances, when multiple new devices are powered on and connected, they will be
automatically interconnected into a network, and the user only needs to confirm that the number of devices is
correct.

If there are other devices in the network that are not added to the current network, you can click Add to My
Network and enter the management password of the added device to manually add the corresponding device

to the network where the device is located, and then start the network-wide configuration.

Figure 3-8 Discover Device

Ruijie | Reycc | Discover Device BT

Please make sure that the device count and topology are correct. The unmanaged switch will not appear in the list. ®

Net Status ( Online Devices / Total ) Refresh ©
&) (— (mm— =
- [] 1/1 o/0 1
Internet Router Switches APs Other Devices
My Network
test (1 devices) v
Device Model SN IP Address MAC Address Software Version
yRGOS’SW CS83-24GT4XS-P [Master] G1SKSRZ00175A 10.110.57.139 00:D0:F8:19:14:31 CS83_RGOS 12.6(3)B1404

| Other Devices @

1 (1 devices) + Add to My Network v
Device Model SN IP Address MAC Address Software Version
RGOS SW (S83-48GT4XS-P MACC8888800H) 10.110.57.157 00:D0:F8:22:35:56 CS83_RGOS 12.6(3)B1403

3.2.2 Project Settings

Click Start Setup to set the network name and management password of the device.
Network Name: Identify the network where the device is located.

Management Password: Set the password for logging in to the management page.
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3.3

Figure 3-9 Project Settings

Project Settings

* Network Name test
Password Use Old Management Password © Edit

* Old Management

Password

* New
Management There are four requirements for setting the password:

Password - The password must contain 8 to 31 characters,
- The password must contain uppercase and
lowercase letters, numbers and three types of
special characters.
- The password cannot contain admin.
- The password cannot contain question marks,

spaces, and Chinese characters.

* Confirm

Password

Password Hint

Click Finish to deliver related configuration for initialization and detect the network. After completing the quick
setup, the new device is connected to the Internet, and you can continue to bind the device to the cloud account
for remote management. For specific operations, please refer to the instructions on the page to log in to the

Ruijie Cloud platform for configuration.

O Note

After changing the management password, you need to re-visit the device management address and use the

new password to log in to the device.

Overview

The Overview page displays the information about the online device and the status of all devices on the network.

Click Setup to access the Home page. For details, see 4 eWeb Management System.
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Figure 3-10 Overview

Devices (— Hostnam SN: GISKSRZ00175A g — — =]
i 1P Address: 10.110.57.139 - 0 11 0/0
% System Ly 3 MAC Addross: 00:D0:F:19:14:31

Internet Router Switches APs.
Softwarg Versior L6 04  Hardware Version: 1.10

Refresh 2

v
3.4 Device
Click Devices in the menu bar to switch to the device list view. Then, you can view all the device information in
the current networking. Users only need to log in to one device in the network to configure and manage devices
in the entire network.
Figure 3-11 Devices
£ Overview
All (1) Gateway (0) AP (0) Switch (1) AC (0) Router (0)
-
Device List
= System o A devices not in SON is discovered. Manage
| Device List & Tl Delete Offline Devices Batch Upgrade
SN Status Device Name MAC Address IP Address Software Version Device Model
y G1SKSRZO0175A Online cs83 [Master] 00:DO0:F8:19:14:31 10.110.57.139 CS83_RGOS 12.6(3)B1404 C583-24GT4XS-P
n 10/page Gotopage 1 Total 1
3.4.1 Adding Networking Devices
(1} When a new device connects to an existing device on the network, the system displays the message "A
device not in SON is discovered." You can click Manage to add this device to the current network.
All (1) Gateway (0) AP (0) Switch (1) AC (0) Router (0)
o Device List
A devices not in SON is discovereq. Manage
| Device List &
SN Status Device Name MAC Address IP Addr
y G1SKSRZOO175A Online cs83 [Master] 00:D0:F8:19:14:31 10.110.
n 10/page Go to page 1

(2} After the system switches to the Network List page, click Other Network. In the Other Network section,

select the device to be added to the network and click Add to My Network.
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Network management

Network List

o Every network varies in devices and configuration. You can add devices of Other Network to My Network.

| My Network

test (1 devices)

Device Model

%OS}W CS83-24GT4XS-P [Master]

| Other Network
+ Add to My Network

1 (1 devices)

@ Device Model SN

/] RGOS SW  (S83-48GT4XS-P

SN

G1SK5RZ00175A

MACC8888800H)

IP Address MAC Address
10.110.57.139 00:D0:F8:19:14:31
IP Address MAC Address
0.110.57.157 00:D0:F8:22:35:56

Software Version

C583_RGOS 12.6(3)B1404

Software Version

CS83_RGOS 12.6(3)B1403

(3} You do not need to enter the password if the device to add is newly delivered from factory. If the device has

a password, enter the configuring password of the device. Device addition fails if the password is incorrect.

Add Device to My Network

* Password

3.4.2 Managing Networking Devices

Forgot Password

Add

Click the device SN to configure the specified device separately. For details, see 4 eWeb Management System.

(1)} Check offline devices and click Delete Offline Devices to remove them from the list and networking topology.

(2) Select the online devices and click Batch Upgrade to upgrade the devices without the latest version.

Al (1) Gateway (0) AP (0) Switch (1) AC (0) Router (0)
G Device List
A devices not in SON is discovered. Manage
| Device List &
SN Status Device Name
y B 583 st
- 10/page Gotopage 1

MAC Address

00:DO0:F8:19:14:31

IP Address

10.110.57.139

Software Version

CS83_ RGOS 12.6(2)B1404

i Delete Offline Devices Batch Upgrade

Device Model

C583-24GT4AXS-P

Total 1
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3.5 System Configuration

3.5.1 Setting the Web Login Password

Choose System > Login Password.

Enter the old password and new password. After saving the configuration, use the new password to log in.

A\ Caution

When self-organizing network discovery is enabled, the login password of all devices in the network will be
changed synchronously.

Figure 3-12 Login Password

1 Overview
o Change the login password. Please log in again with the new password later.
2\ Devices
* Old Management
F System
Password

Login Password

* New Management
Reset Password There are four requirements for setting the password:
Reboot - The password must contain 8 to 31 characters.

- The password must contain uppercase and
lowercase letters, numbers and three types of special
characters.

- The password cannot contain admin.

- The password cannot contain question marks,

spaces, and Chinese characters.

* Confirm Password

Password Hint

Save

3.5.2 Reset

Choose System > Reset.

Click Reset, and click OK to restore factory settings.
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Figure 3-13 Restore Factory Settings

Tips

o Resetting the device will clear the current settings

and reboot the device. Do you want to continue?

Cance' n

3.5.3 Rebooting the Device

Choose System > Reboot. On the displayed page, click Reboot to restart the master device, all devices, or

specified devices.

Figure 3-14 Restart Device

Reboot

v Overview
0 Please keep the device powered on during reboot.
Devices
Select All Devices Specified Devices
= System ~
[ Roat |

Login Password

Reset

1. Rebooting the Master Device

Select master device and click Reboot. The device will restart. Do not refresh the page or close the browser
during the reboot. After the device is successfully rebooted and the Web service becomes available, the device

automatically jumps to the login page.
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Figure 3-15 Rebooting the Master Device

o Please keep the device powered on during reboot.

Select ‘ © master device ‘ All Devices Specified Devices

2. Rebooting the Devices in the Network

Select All Devices, and click Reboot All Device to reboot all devices in the current network.

Figure 3-16 Rebooting the Devices in the Network

o Please keep the device powered on during reboot.

Select master device ‘ © All Devices Specified Devices

Reboot All Device

A\ Caution
It will take some time for the network to reboot, please be patient. The network operation will affect the entire

network. Therefore, exercise caution when performing this operation.

3. Rebooting Specified Devices in the Network

Click Specified Devices, select desired devices from the Available Devices list, and click Add to add devices

to the Selected Devices list on the right. Click Reboot. Specified devices in the Selected Devices list will be

rebooted.

10
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Figure 3-17 Restarting a Specified Device

0 Please keep the device powered on during reboot.

Select master device All Devices © Specified Devices

Available Devices 111 Selected Devices 040

G1SK5RZ00175A - CS83-24GT4XS-P No data

11
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A

4.1

eWeb Management System

eWeb Management System

Main Interface
The main interface of the eWeb management system is displayed.

Figure 4-1 Main Interface

Home Select Device:
Management P
@ 25.7 %
o
VEB Ver %
© 100 1004
O&M Hardware Version  1.00 ‘
80 804
SIN ] 0
o [ 604

o —

[ setect Panel [1] Aggregate Port [ up(>=1000M) [l up(<=100m) [ shutdown [£] VL Por [ Etectricat P[]

Optical Port

COEGO0 O0oo00n
2RREEY TEYEEY B B B 2

Port Role: * TRUNK = Laver 3 Interface

Ruijie Networks Co., Ltd. © 2025, Technical support onfine Service: hitps /www rufiienetworks com/rita

4.1.1 Header

This area displays links to common functions, including favorite, quick search, access history, Quick Setup,

Change Language, Exit, Operation Log, Theme Switching, and Customer Service Center. You can click these
links to switch to specific configuration pages.
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eWeb Management System

Figure 4-2 Header

Device Quick Configuration ~

admin
Select Device: hd
Exit
15.1% %
% %

100 100

B0 80

60 60

40 40

20 20

0 ’ v T T y 0 T T y T T
21:21:25  21:21:35  21:21:45 21:21:55  21:22:05  21:22:15 21:21:25  21:21:33 21:21:45  21:221:55 21:22:05 2122015

1. Quick Setup

The switch is not configured when you log in to the eWeb management system for the first time. You can use
the Quick Setup wizard to configure common settings for the device.

Click Device Quick Configuration in the drop-down list box in the upper right corner to enter the Device Quick
Configuration page, as shown in the following figure. For details, see the Quick Setup section.

Figure 4-3 Quick Setup

Device Quick Configuration

Select Device: hd
14.0y %
% %
100 100
80 80
60 60
40 40
20 204
0+ - - T T - 0 T T - - T
212205 2012215 21:22:25  21:22:35 21:22:45 21:22:55 21:22:05  21:222:05 212225 21:22:35  21:22:45  21:22:55

2. Deployment Configuration

When you log in to the web management system for the first time, the device is in the unconfigured state. To

simplify the configuration, you are advised to use the deployment wizard to configure common functions of the
device.
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A\ Caution

You can select Deployment Configuration from the drop-down list box in the upper right corner of the main

page of the web management system to use this function.

The steps for configuring the Web manager are as follows:

(1} Accessing Deployment Configuration
Confirm that the number of access devices and cable connection are correct. After confirmation, click Start

Configuration in the lower right corner to access the deployment configuration page.

Figure 4-4 Deployment Configuration

INC—EMB X Exit

Discover 0 devices @ Invalid device quantity. Click help

Network-wide Status (Online Device Quantity)

= o
- . RU (CV]
Center
Integrated Device Access Remote Module AP
0 0 0
Device List @ Enter search content. Q

0

Device Type > Model. - Device SN MAC Device IP

No Data

Refresh Start Configuration

(2} Creating a Stack
Multiple devices of the series can be virtualized into a logical unit to simplify O&M and network topologies
and ensure stable network operation. You can choose whether to skip the operation as needed or perform

operations in Local Device Management.

A\ Caution
® Ensure that the number of devices and connections are correct before starting the configuration. If a

new device is connected, click Refresh.
® Integrated switches in routing mode do not allow creating stacks.

Click Skip and Next to skip this step or click Configuration to go to the configuration page.
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Figure 4-5 Creating Stack 1

INC—EMB X Exit

o Create Stack (VSU) Uplink Interface Configuration

@ After a stack is created, you need fo restart he device. You can choose whether to skip the operation as needed or perform operations in Local Device Management

e

))

=

—

Multiple devices of the series can be virtualized into a logical unit to simplify O&M and
network topologies and ensure stable network operation.(Note: All in One in routing mode
does not allow creating stacks)

Sl and e

Ruijie Networks Co., Ltd. ® 2023 , Technical support online Service: https://www_ruijienetworks.com/rita

The Creating Stack page is displayed as shown below. After confirming the stack member and configuring
the stack group name, click Deliver Configuration and Restart. The device delivers the configuration and
restarts.

A\ cCaution

After creating the stack (VSU), it is expected to take 5-6 minutes for the device to be configured and

restarted
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Figure 4-6 Creating Stack 2

INC—EMB X Exit

@ create stack (vsU) Uplink Interface Gonfiguration

Confirm devices to be stacked.

A Atter creating the stack (VSU), it is expected to take 5-6 minutes for the device to
be configured and restarted

Domian 1D

Range (1 - 255)

* Confirm stack member devices

turned on, the previous vsu mode config will be used; when turned off, the default config will be used.

use last vsu config ( ) @

Back Deliver Configuration and Resiart

(3) Uplink Interface Configuration

a Select a scenario based on service requirements: This machine is used as export equipment or The
local device serves as a switch and is connected to an egress device.

o Uplink Interface Configuration When the Device Functions as an Egress Device

If you select This machine is used as export equipment, you need to configure the specific uplink
interface. The system supports three uplink interface configuration modes: Static MAC Address,
Dynamic IP (DHCP), and PPPoE Dial-up.
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Figure 4-7 Uplink Interface Configuration When the Device Functions as an Egress Device — Statis
MAC Address

o Create Stack Uplink Interface Configuration
Skipped

Uplink Interface Configuration

* Select scene

| 9 This machine is used as export equipment I

The local device serves as a swilch and is connected to an egress device

* Uplink Interface

Please select or enter v @

* Uplink Interface Configuration

©Q Static MAC Address Dynamic IF (DHCP) PPPoE Dial-up

* Static |P/Mask

Enter IP address such as 192.168..1.20/24.

* Next-Hop IP

Enter IP address such as 192.168.1.1

Finish and Deliver Configuration
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Figure 4-8 Uplink Interface Configuration When the Device Functions as an Egress Device — DHCP

o Create Stack Uplink Interface Configuration
Skipped

Uplink Interface Configuration

* Select scene

| @ This machine is used as export equipment I
€ Tocal device serves as a swich and is connected to an egress device

* Uplink Interface

Please select or enter v @

* Uplink Interface Configuration

Static MAC Address © Dynamic IP (DHCP) PPPoE Dial-up

Finish and Deliver Configuration

Figure 4-9 Uplink Interface Configuration When the Device Functions as an Egress Device — PPPoE

o Create Stack Uplink Interface Configuration
Skipped

Uplink Interface Configuration

* Select scene

| @ This machine is used as expert equipment I
is connected to an egress device

* Uplink Interface

Please select or enter v @

* Uplink Interface Configuration

Static MAC Address Dynamic IP (DHCP) | @ PPPoE Dial-up

* Usemame

Please enter the usemame.

* Password

Please enter the password. et

Finish and Deliver Configuration
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o Uplink Interface Configuration When the Device Functions as the Switch

Figure 4-10 Uplink Interface Configuration When the Device Functions as the Switch

o Create Stack Uplink Interface Configuration
Skipped

Uplink Interface Configuration

* Select scene

is hine is used as export eguipment
@ The local device serves as a switch and is connected to an egress device I

Finish and Deliver Configuration

b  After the required parameters are configured, click Finish and Deliver Configuration to complete the
deployment.

3. Quick Search

Click the Quick Search box in the upper right corner and then enter a keyword to perform a quick search, as
shown in Figure 4-11. You can search for items of Control panel and Favorites by entering a keyword, and

view, select, and clear historical search items.
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Figure 4-11 Quick Search

Q Device Quick Configuration - * E 1] (7 Y .

o) Please Enter Q

Select Device:
13% %
% %
100 100
80 80
60 60
40 40
20 20

0 : ; ; , ,
16:29:31 16:29:41 16:29:51 16:30:01 16:30:11 16:30:21

0 g - 7 ¢ g 7
16:28:31 16:28:41 16:28:51 16:30:01 16:30:11 16:30:21

® Searching for Iltems of Control Panel

Enter a keyword in the search box to query the items of Control panel, as shown in Figure 4-12.

Figure 4-12 Control Panel

D Device Quick Configuration ~ * El 1] & Y .

Favorites

Control panel

VLAN Management
VLAN VLAN

Trunk Management
WLAN

No Data.

2&‘ 20

0 T T T T T
16:30:16 16:30:26 16:30:36  16:30:46 16:30:56 16:31:06

0 7 7 T g u
16:30:16 16:30:26 16:30:36  16:30:46 16:30:56 16:31:06

® Searching for Favorites

If the menu items corresponding to the keyword is added to your favorites, they are displayed in the Favorites

area, as shown in Figure 4-13.
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Figure 4-13 Favorites

eWeb Management System

)

(] Device Quick Configuration v

Control panel

VLAN Management
VLAN VLAN

Trunk Management
VLAN

Favorites

VLAN Management

VLAN

VLAN

® Selecting the Search History

In the Search history area, select the keyword, as shown in Figure 4-14. Then, the related menu items are

displayed in the Control panel area.

Figure 4-14 Search History

o Please Enter Q

Device Quick Configuration ~

Search history

vlan

® Clearing the Search History

As shown in Figure 4-15, click the deletion icon in the upper right corner of the Search history area. In the dialog

box that appears, click Delete to delete all search history entries.

10
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Figure 4-15 Clearing the Search History

Please Enter Q Device Quick Configuration 4

Search history

vlan

0 Are you sure to delete all search history?

4. Access History

Click the Recently visited icon in the upper right corner to display the access history, as shown in Figure 4-16.

You can view the pages that you recently visited.

11



User Guide eWeb Management System

Figure 4-16 Recently Visited

Please Enter Q Device Quick Configuration ~

Recently visited

Home
Select Device:
Network / Port Config / Port Management / Port Settings
Home
Network / Port Config / Port Management / Port Settings

g B 5
1.3% fome i %

Remote Homepage

Home
o Q&M / Device O&M / System Time %

100 Q&M / Network Diagnostic Tools / Network Detection / Ping Test ]

20 Security f User Organizations ]

60 Security f DHCP Snooping )

40 Home )

20 Security f User Organizations |

o Security f DHCP Snooping |

16:27:21 162 Home 27:21 16:27:31 16:27:41 16:27:51 16:28:01 16:28:11

5. Operation Log

Click Operation Log in the upper right corner to go to the operation log page, as shown in Figure 4-17. This

page displays operation logs of the system. For details, see theOperation Log section.

Figure 4-17 Operation Log

Device Quick Configuration

Operation Log

6. Favorites

® [avorites

Click the favorite icon in the upper right corner to access the Favorites page, as shown in Figure 4-18. You can

query and remove favorite information on this page.

12
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Figure 4-18 Favorites

Favorites *

* Network

YLAN Management

® Adding Pages to Favorites

For frequently accessed pages, add them to favorites so that you can quickly redirect to these pages next time.

After you access the page of a function that you want to add to your favorites, click the favorite icon in the top
navigation bar, as shown in Figure 4-19.

Figure 4-19 Adding Pages to Favorites

INC—EMB Local Device Management t 'VLAN Management ¥ D Please Enter

Device Quick Configuration

= VLAN Management Trunk Management
-~ e —
Home  port Gonfig Set Trunk Port
) Port Management
e Bulk Add Add Delete Selected VLAN
VLAN Management
POE
Security VLAN ID VLAN Name VLAN Status Port Action
Loop Guard
o STP Loop Guard 1 WLANDOD1 STATIC Te2/164,Te3/49-52,Te61148,Gi3/1-48 & Edit
0&M
RLDP Link Detection 207 VLAND207 STATIC Gidas o Edit @ Delete
o

System  Route Gonfiguration

PBR Total 2 10/page  ~ < 1 > Goto 1
Routing table

Static Route

13
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Click the favorite icon in the upper right corner to query favorite information, as shown in Figure 4-20.

Figure 4-20 Querying Favorite Information

Favorites =

* Network

YLAN Management

® Canceling Favorite Pages

For a page added to your favorites, the favorite icon is highlighted. Click the highlighted favorite icon to remove

the page from favorites.

Figure 4-21 Cancel Favorite Pages

R RN ELELE S e i Cancel Favorite

7. Customer Service Center

Click the Customer Service icon in the upper right corner to quickly access the customer service channels,
including the Customer Service channel and Service and Technology channel, as shown in the following

figure. You can click the links to obtain required services.

14
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Figure 4-22 Customer Service Center

5 &6 % @

Customer Service Center >

Welcome to Ruijie customer service center.
You can get help in the following ways

Customer Service Service and Technology

Use Ruijie Intelligent Technical You can obtain technical

Assistant (RITA) or chat with a documentation and download
customer support agent. software.

Ruijie Customer Service(Chinese Support Center(Chinese Mainland) >

Mainland) > ) i
' ) Support Center{Intemational

Ruijie Customer support) >
Service(International support) >

8. Theme Switching

Click the Theme Switching icon H in the upper right corner to switch the theme. The system supports two

theme tones: light and dark, as shown in the following figure.

Figure 4-23 Theme Switching

D & 5 @

9. Language Switching

Click the Language Switching icon in the upper right corner to switch the system language. The system supports

Chinese and English.

15
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Figure 4-24 Language Switching

5 &6 % @

EHEAL
English

10. Changing Password

eWeb Management System

To change the password, click the Account icon in the upper right corner and click Change Password.

A\ Caution

You can change the password only when you know the current password. If you forgot the password, please

refer to the Forgot Password section.

Figure 4-25 Change Password

admin

Change Password

Click Change Password. The Change Password window is displayed. Enter the old password and new

password, and click Edit.

16
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Figure 4-26 Change Password

(© Change Password

* Old Password:

* New Password:

* Confirm Password:

11. Exit

After the device management is complete, click Exit to exit the eWeb home page and return to the login page,
as shown in the following figure.

Figure 4-27 Exit

admin Change Password

Exit

%

4.1.2 Navigation Menu

This area displays main tabs of the eWeb management system.

17
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Figure 4-28 Navigation Menu

F
] Ruijie
Home Mode!:
@ Management IP
{Network
MAC Address
0
i
Security Software Version |
o WEB Version I
O&M
Hardware Version
O SN
System

System Time
Start Time

Up Since

4.1.3 Main Operation Area

In this area, you can perform configurations on the eWeb management system. When you click the shortcut

menu at the left of the page, the detailed configuration page is displayed.

4.2 Device Quick Configuration (Switch)

The switch is not configured when you log in to the eWeb management system for the first time. To simplify the

configuration, you can use the Quick Setup wizard to configure common settings for the switch.

O Note

You can click Quick Setup in the upper-right corner of the main interface of the eWeb management system to

open the Quick Setup wizard.

4.2.1 Layer 2 Mode

There are four steps in this mode.

(1) Device Management

18
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Figure 4-29 Device Management

Quick Setup

Device Management

Mode Malching © Layer 2 Mode

Management Interface

* Management Interface

* IP Address

17229.42.49

* Subnet Mask 255.255.255.0

* Gateway 172.20.42.254
* DNS Server 8888
Reset Time Q PCTime
Time Zone:
System Character Set: GBK

Exit

(2) Client Interface

Figure 4-30 Client Interface

Quick Setup

Device Managament

VLANport as management interface

o

Client Inferface

Layer 3 Mode

Custom

UTC+0 (Greenwich Mean T ™

Client Interface

©

Switch/AP Interface

© Panel port as management interface

o

Switch/AP Interface

eWeb Management System

o

Security

o

Security

| Note: Terminals are PCs, printers, monitors.

Client Interface

Interface Number Interface Status
GioH ~ B Enable
Exit

(3) Switch/AP Interface

VLAN

Range: [1-4094]

19
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Action

|—Add|
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Figure 4-31 Switch/AP Interface

Quick Setup

© - o (4]

Device Management Client Interface Switch/AP Interface Security

| Note: The interface to the downlink access switch.
Switch Interface
¢ Add

Interface Number  Interface Status Allowed VLAN Native VLAN Port Description

Gior b B Enable Format of VLAN Range: 3,5-7 Range: [1-4094]

(4) Security

Figure 4-32 Security

Quick Setup

Security

Device Management Client Interface Switch/AP Interface

| Note: Enable the default route function, which will automatically generate the default route pointing to the routing port, and if there are multiple routing ports, the priority willbe |
1 automatically configured according to the entry serial number. H

Default Route: B3 Enable
SPT Loop Guard Mechanism: B Enable
Optimized Configuration of Edge B Enzble
Port

Enable RLDP Loop Guard for B Enable

Client Interface

4.2.2 Layer 3 Mode

There are six steps in this mode.

The first four steps are the same as those in Layer 2 mode, so only the last two steps are described here.

(1) Router Interface (Layer 3 Mode)

20
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Figure 4-33 Router Interface

Quick Setup *
Device Management Client Interface Swilch/AP Interface Security Router Interface Downlink Port Configuration
| Note:The routing port is used when the switch is Layer 3 and needs to interconnect with the uplink device {router or other Layer 3 device) for Layer 3, and the interface must be |
i a Layer 3 interface at this time. i
Router Interface
Interface Numb
Interface Status IPv4 Address Mask Port Description Action
er
Gl B Enable P Address Format: 192.168.1.1 255.255.255.0
(2) Downlink Port Configuration (Layer 3 Mode)
Figure 4-34 Downlink Port Configuration
Quick Setup ®

Device Management Client Interface Switch/AP Interface Security Router Interface Downlink Port

Configuration

| Note:Gateways are used for Layer 3 inter-access between different VLANS, and it is recommended that each terminal VLAN be configured with a gateway. (Note: VLAN
1 terminals without configured gateways will not be available for Layer 3 access)

Downlink Port Configurafion Gateway l + Add I

VLAN Gateway Status IPv4 Address Mask Port Description

Action

m@ Delete

Range: [1-4094] ® Enable P Address Format: 192.165.1.1 255.255.255.0

4.3 Home Page
After you log in to the eWeb management system, you will be automatically redirected to the home page. Or,
you can click Home in the navigation menu to switch to the home page.

On this page, you can view the CPU, memory usage, system version, current system time, and other information
of the switch. By analyzing the trend of Top 5 interface traffic, you can identify common network problems on
this page and quickly resolve these problems.

21
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4.3.1 Overview

At the top of the home page, you can view the switch name, model, management IP address, MAC address,
software version, hardware version, serial number, system time, startup time, and uptime. You can reset the
system time on the System Time page by choosing O&M > Device O&M > System Time.

Figure 4-35 Overview

Ruijie
Model:F
Management IF
MAC Address
Software Version ]
WEB Version
Hardware “ersion
SN
System Time
Start Time

Up Since

4.3.2 Interfaces

In the upper part of the home page is the interface panel where interface information is displayed. The panel
shows the basic interface configurations, such as interface type, state, aggregated interface, and virtual
switching link (SVL) interface.

22



User Guide eWeb Management System

Figure 4-36 Interfaces

Select Device:  1/0 w

[ select Panel [ 1] Aggregate Port [E] up(>=1000M) [l upi<=100M) [”] shutdown [=] VSL Port [ Copper Port [] Optical Port
103 5 7 8 1 1315 47 19 A1 B 5 27 29 W W B ¥ oW o4 4 4 9 5 53
e e e e e Y e e e e s s O ol e O o o o o o Y s s O
A e OO0 O] = O
5 4 6 & 1 12 R A R R 71 % 3B % ¥ M % A A i 50 52 54

Port Role: 7 TRUNK = Layer 3 Interface

4.3.3 CPU/Memory Usage

The CPU and memory usage of the switch is displayed at the top of the home page.
(1) CPU: indicates the CPU usage of the device. It helps you learn about the device running status.

(2) Memory: indicates the memory usage of the device.

Figure 4-37 CPU/Memory Usage

Select Device] 1/0 v

5% 29.3 %
55.5¢ Q %

80
60
40
20 <‘
0

0 y T T T
20:52:26 20:52:41 20:52:56 20:53:11 20:52:26 20:52:41 20:52:56 20:53:11

4.3.4 Temperature/Power Module/Fan

The middle part of the home page displays the temperature, power module status, fan status of the switch at

different positions. In the Temperature panel, you can view the temperature of a card slot by selecting a card
clot from the Card Slot drop-down list box.
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Figure 4-38 Temperature/Power Module/Fan

Temperature

Card Slol v

Card Slot

10

10

10

Name

Air Intake Ve

nt(air_inlet)
Board(board)

Switch Chip(s

@ Normal @ Abnormal

4.3.5 Bandwidth

Figure 4-39 Bandwidth

TOP 5 Interface Bandwidth Utilization

Current Alarm Sh
Temp Temp B
Ell 55
34 60
53 § 90
Gi0/5 v Kbps

Power Module

@ Nomal @ Abnormal

Power Hardware
Model
Module Version
RG-PAB0
Pwr-111 10
0I-P-F
Pwr-112 N/A N/A
RG-POW
N/A

Pwr-211

R567A21
29100250

NIA

NIA

W Owpu

/_—\—;/"_‘—_‘-

23:30:40

23:3045

23:39:50

23:40:00

23:40:05

23:40:10

eWeb Management System

Fan [ ]
Powe Hardware
Fan Model
(w) Version
M2SFAN |
60 Fan-111 1.00
F
N/ M2SFAN |
Fan-1/2 1.00
F
460

Normal @ Abnormal

TOP 5 Export Bandwidth Usage

Port

GiO/5

Inbound Rate

0.01% 0.12%

Outbound Rate

SIN Status
G1QwWs3
9000621 ®
12345678
90123
Port bandwidth

1000M

You can click More in the Top 5 Interface Bandwidth Usage panel to query more details about interface

bandwidth utilization.

Figure 4-40 Top 5 Interface Bandwidth Usage

<I Back & Refresh

% Clear [ ClearAll |

Name

Fil/0/47

TF1/0/49

TF2/0/26

Total 3

Inbound Bandwidth Usa

ge 5

0.01%

0.01%

0.01%

Outbound Bandwidth Us

age 3

0.01%

0.01%

0.01%

Back: returns to the home page.

Port bandwidth

5000M

25000M

25000M

Refresh: re-queries the interface bandwidth utilization.
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0/0

0/0

CRCIFCS error packets

0/0

0/0

0/0

10/page - < 1

Number of Conflicts

> Goto 1

Clear: deletes statistics about a selected interface, such as the number of error packets and conflicting count.

Clear All: deletes statistics about all interfaces, such as the number of error packets and conflicting count.
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4.4 Network

4.4.1 Port Config
1. Port Management
Choose Network > Port Config > Port Management > Port Settings to access the port configuration page.

Figure 4-41 Port Management

- PortSetngs ~ Aggregate Port  PortMimoring  Rate Limit

a
Home
Poct Cauly Port Management
) Port Management
Netwo + Configure Ports + Add SVI Interface
VLAN Management
] POE | Layer 3 Interface
Security
Loop Guard Port Port State 1P Address Subnet Mask 1PV6 Address Port Description Action
o STP Loop Guard Gion Enable £ Edit @ Delete
0&M -
o RLDP Link Detecion Gio3 Enable £ Edt @ Delete
System Ring Configuration
Gios Enable 172.20.42.49 256.255.255.0 £ Edit @ Delete
Route Configuration
GioT Enable £ Edit @ Delete
PER
Routing table Agl Enable & Edit @ Delete
Static Route Ag3 Enable & Edt @ Delete
Network Management Protocols gt . PR
SNMP/Trap
VLANT Enable £ Edit @ Delete
Telnet/SSH
VLAN100 Enable £ Edit @ Delete
Advanced Configuration
DHCP Service Tunnert Enable
VSU Configuration Total 10 fpage ~ ¢ 1 >  Goto 1
MAC Address Table

| Layer 2 Interface | Flease

(2) Port Settings
® Configuring multiple ports

Click Configure Ports and the Configure Multiple Ports window is displayed. Set configuration

parameters and click OK.

Figure 4-42 Port Configuration

- Aggregate Port  PortMiroring  Rate Limit
e B

Home
Port Config Port Management
) Port Management
VLAN Management
POE | Layer 3 Interface
Secuiity
Loop Guard Port Port State IP Address Subnet Mask IPY6 Address Port Description Action
o . .
e STP Loap Guard Gion Enable & Edt M Delste

RLDP Link Detection G Enable & Edt [ Delete
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Port Settings X
Pori State: Enable ~
Port Description: Please Enter
* Port Mode: Access Port w

* Access VLAN Please Enter Range: 1- 4094

~ Advanced Setfings

Select Port:

L]
ﬂ Select Panel E Aggregate Port E VSL Port ﬂ Electrical Port I_l Optical Port

CECOL Oo0oo0
DOoOOD Qoooon @ H 0O

o 12 14 16 18 20 22 24 25 26 27 28

-
5

Port Role: = TRUNK = Layer 3 Interface
Select All Invert Clear Tip:You can select mulfiple ports by holding down the left mouse button and dragging the mouse.

Selected port:
Cancel n

® Adding SVI Interface

Click Add SVI Interface. Set configuration parameters in the displayed window. Click OK. The result can
be viewed in the Layer 3 Interface list.

Figure 4-43 Adding SVI Interface

- PortSetings  Aggregate Port  PortMimoring  Rate Limit

[ ]
Home
Portecnnig) Port Management
5] Port Management
= [+ rovsmmon |
VLAN Management
POE | Layer 3 Interface
Security
Loop Guard Port Port State IP Address Subnet Mask 1Pv6 Address Port Description Action
e 5
oam STP Loop Guard Gion Enable £ Edt @ Delete
RLDP Link Detection . e PR
Add SVI Interface *
Port State: Enable V

Port Description: Please Enter

* VLAN ID: Please Enter Range: 1-4004
* IPv4 Address: Please Enter
* Subnet Mask: Please Enter
IPv4 Address2: Please Enter [1]
Subnet Mask2: Please Enter

IPvE Address/Mask: Please Enter

Ca nce' n
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® Editing a Layer 3 interface

Click Edit. Set configuration parameters in the displayed window. Click OK. The result can be viewed in the
interface list. When Port Mode is set to Layer 3 Interface, the result can be viewed in the Layer 3 interface
list. When Port Mode is set to Trunk Port or Access Port, the result can be viewed in the Layer 2 interface

list.

Figure 4-44 Editing a Layer 3 Interface

PortFi1/0/256

Port State: Enable

Port Description: Please Enter

Port Mode: Layer 3 Interface

Port Attribute:

* IPv4 Address:

* Subnet Mask: 255.255.255.0

IPv Address/Mask: Please Enfer

~ Advanced Settings

5 e

® Deleting a Layer 3 interface

Click Delete. Click OK in the displayed window. The selected port can be removed from in the interface list.

Figure 4-45 Deleting a Layer 3 Interface

Tips

o Are you sure you want to delete? @

-

® Editing a Layer 2 interface

Click Edit. Set configuration parameters in the displayed window. Click OK. The result can be viewed in the
interface list. When Port Mode is set to Layer 3 Interface, the result can be viewed in the Layer 3 interface
list. When Port Mode is set to Trunk Port or Access Port, the result can be viewed in the Layer 2 interface

list.
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Figure 4-46 Editing Layer 2 Interface
Edit Layer 2 Interface

Port State:

Port Description: Please Enter

@

Port Mode:
* Access VLAN Range: 1-4,004

Port Attribute: ~ Copper Port

e Advanced Settings

N

® Alayer 2 interface details

Click Details. You can view detailed information about a selected port.
Figure 4-47 Layer 2 Interface Details

Port:Gi1/1

Port State: Enable

Set Rate: Auto-Negotiation

Actual Rate: Unknown

Set Operating Mode: Auto-Negotiation
Actual Operating Mode: Unknown

Port Atfribute: Electrical Port

(3} Aggregate Port

To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical ports (member
ports) can be combined into a single logical interface (aggregate interface). Each aggregate interface can
have up to 8 member interfaces. These member interfaces transmit network traffic through the traffic

distribution rule.
® Global Config

Select an algorithm from the Load Balancing Algorithm drop down list box. Click Save.
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Figure 4-48 Global Config

- Port Setiings PortMiroring  Rate Limit
[ ]
fome - Port Config Aggregate Port
Port Management
Network | Gleobal Config

VLAN Management

S POE i Note: To distribute network traffic based on the. configured load balancing algorithm.
Loop Guard E
© oo Gued Losa Batancng Agortnn
0&M P

RLDP Link Detection
Resore Defaults

System  Ring Configuration

Route Configuration | Aggregate Port Settings

PBR

Note: To expand port bandwidth or achieve bandwidih redundancy and backup, muliple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can have up to 8
Routing table member ports. These member ports transmit network traffic through the traffic distnbution rule.

Static Route
Bulk Delete

Network Management Protocols

Name Aggregate Port Number  Enable LACP Port Type 1P Address Subnet Mask Action
SNMP/Trap

Aggregate Port1 1 No Layer 3 Interface no adaress ¢ Edit @ Delete
Telnet/SSH

® Restoring default settings

Click Restoring Defaults to restore the load balancing algorithm to the default algorithm.

Figure 4-49 Restoring Default Settings

Port Settings Aggregate Port Port Mirroring Rate Limit

Aggregate Port

| Global Config

Note: To distribute network traffic based on the configured load balancing algorithm.

Load Balancing Algorithm: [ Sre IP Address

m Restore Defaults

| Aggregate Port Settings

Note: To expand port bandwidth or achieve bandwidth redundancy and backup, muliiple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can have up fo 8
member poris. These member poris transmit network traffic through the traffic distribution rule.

Bulk Delete

Name Aggregate Port Number  Enable LACP Port Type IP Address Subnet Mask Action
Aggregate Port1 1 No Layer 3 Interface no address & Edit @ Delste
Aggregate Port2 2 No Layer 2 Interface ¢ Edit @ Delete

® Aggregate interfaces

The aggregate interface list displays all aggregate interfaces and related information, including the name,
interface number, LACP status, interface type, IP address, and subnet mask.
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Figure 4-50 Querying the Aggregate Interface List

| Global Config

Note: To distribute network traffic based on the configured load balancing algorithm

Load Balancing Algorithm: Enhanced Balancing ~

| Aggregate Port Settings

Note: To expand port idth or achieve and backup, multiple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can
have up to 8 member ports. These member ports transmit network traffic through the traffic distribution rule.

Add Bulk Delete

Aggregate Port Numbe
Name Enable LACP Port Type IP Address Subnet Mask Action
r
Aggregate Port10 10 No Layer 3 Interface 1112 2552552650 & Edit Delete
Total 1 10/page  ~ < 1 > Go to 1

® Adding an aggregate interface

Click Add. Set configuration parameters in the displayed window. Click Add. The result can be viewed in

the Aggregate Port list.

Figure 4-51 Adding an Aggregate Interface-1

| Aggregate Port Settings.

Note: To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can
have up to & member ports. These member ports transmit network traffic through the traffic distribution rule

Bulk Delete

Aggregate Port Numbe

Name Enable LACP Port Type IP Address Subnet Mask Action
r
Aggregate Port10 10 Neo Layer 3 Interface 1112 255.255255.0 ¢ Edit Delete
Total 1 10/page < 1 > Goto 1
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Figure 4-52 Adding an Aggregate Interface-2

Add X
* Aggregate Port Number. Please Enter Range: 1-126 @
Interface Type: @ Layer 2 Interface (Switching) Layer 3 Interface (Routing) @
Enable LACP: Yes © No

Add Port to the Aggregation Port

| Select Device v

D Select Panel m Aggregate Port E VSL Port _ up ﬂ shutdown m Current Port State ﬂ Copper Port D Optical Port

7 19 29 3 33 3% 41 43 45

COOOAn COooon oo0ot 00008 5o O
DoOOD0Y Oo00D0D JooogD DOOOdd Do O

12 16 18 20 22 24 30 32 3 36 38 40 42 44 46 48 50 52 54

51 53

Port Role: 7' TRUNK = Layer 3 Interface
Select All Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

» [

® Deleting multiple aggregate interfaces
a Click Bulk Delete.

b Click OK in the displayed window. The selected aggregate interfaces can be removed from in the
Aggregate Port list

Figure 4-53 Deleting Multiple Aggregate Interfaces

Tips

o Are you sure you want to delete? @

-

® Editing an aggregated port
a Click Edit. Set configuration parameters in the displayed window.

b  Click Save. The result can be viewed in the Aggregate Port list.
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Figure 4-54 Editing an Aggregate Interface

* Aggregate Port Number: Range: 1-128 @

Interface Type: Layer 2 Interface (Switching) © Layer 3 Interface (Routing)

Enable LACP Yes © No

IP Address:

* Subnet Mask: 255.255.255.0

Add Port to the Aggregation Port

@

eWeb Management System
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Port Role: T TRUNK = Layer 3 Interface
SelectAll Invert Clear

ve Cancel
®

Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

® Deleting an aggregate interface

a Click Delete.

b  Click OK in the displayed window. The selected port can be removed from in the Aggregate Port list

Figure 4-55 Deleting an Aggregate Interface

Tips

o Are you sure you want to delete?

(4} Port Mirroring

After port mirroring is enabled on a source port, all packets on the source port are copied and forwarded to

a destination port. A packet analyzer is usually connected to the destination port to analyze the packets on

the source port.
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Figure 4-56 Port Mirroring

= PortSetings ~ Aggregate Port Rate Limit
[ ]
Home o
Port Config Port Mirroring
Port Management
Network I Port Mirroring feature is enabled, all packets on the source port will be copied and transmitted to the destination port. A switched port analyzer (SPA) is usually connected to the destination port o analyze packets on the source
VLAN Management port.
o O Multiple source ports can be mirrored to one destination port
Security
Create Port Mirroring Bulk Delete
Loop Guard
O?M STP Loop Guard Session ID % Src. Port Dest. Port Monitored Packets Action
RLDP Link Detection
@
System Ring Configuration
Route Configuration
No Data
PER

® Creating port mirroring
a Click Create port mirroring.
b  Set configuration parameters in the displayed window.

¢ Click OK. The result can be viewed in the list.
Figure 4-57 Creating Port Mirroring-1

Port Mirroring

If Port Mirmoring feature is enabled, all packeis on the source pori will be copied and fransmitted fo the destination port. A switched port analyzer (SPA) is usually connecier
port to analyze packets on the source pori.

Multiple source ports can be mirrored to one destination port.

Create Port Mirroring | Bulk Delete

Session ID 3 Src. Port Dest. Port Monitored Packets Action

No Data

33



User Guide

Figure 4-58 Creating Port Mirroring-2

eWeb Management System

Create
Please Enter Range: 1-4
l' sre. ot I Select Device: 110 v

ﬁ Select Panel E Agagregate Port @ VSL Port

|J__L| Copper Port[__] Optical Port
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Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

@ Multiple source ports can be mirrored to one destination port. Performance may be affected if there are too many source ports,

Select Device: 10 ~

G Select Panel E Aggregate Port E VSL Port

[ copper Port [ ] Optical Port
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® Deleting multiple mirrored ports

Click Bulk Delete. Click OK in the displayed window. The mirrored ports can be deleted.

Figure 4-59 Deleting Multiple Mirrored Ports

Tips

*

0 Are you sure you want to delete these mirror ports? @
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® Editing a mirrored port

Figure 4-60 Editing a Mirrored Port (1)
Port Mirroring

If Port Mirroring feature is enabled, all packets on the source port will be copied and transmitted to the destination port. A switched port analyzer (SPA) is usually connected to the
port to analyze packets on the source port

Multiple source ports can be mirrored to one destination port

Create Port Mirroring Bulk Delete

Session D Src. Port Dest. Port Monitored Packets Action

2 Fil/Mg Fit/0/20 x pelete

d Click Edit.
e Set configuration parameters in the displayed window.

f  Click OK. The result can be viewed in the list.

Figure 4-61 Editing a Mirrored Port (2)

Select Device: 10

D Select Panel E Aggregate Port E VSL Port D Copper Port [ Optical Port

il ol Qﬂﬁﬁﬁ ol ol e ol ol ol |ﬁ|'ﬁ
I CICICICIED AL O

8 10 12 14 18 18 28 30 32 34 36 38 40

[
L

Select Al Invert  Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

@ Mulsple source ports can be mirrored to one destination port. Performance may be affected if there are too many source poris.

* Dest Fon Select Device: 10

IJ:I Select Panel E‘ Aggregate Port B VSL Port EI Copper Port l:l Optical Port

1 3 5 T 2 " 13 15 17 L 23 25 27T 2w AN 33 35 7 W

000000 OO0000m 000000 43
CACACACICICY CACACACICAE CALICAICICICT GG

2 4 ] 8 10 12 14 18 18 20 24 28 30 32 34 38 38 40

Cancel

® Deleting a mirrored port
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a Click Delete.

b  Click OK in the displayed window. The mirrored ports can be deleted.

Figure 4-62 Deleting a Mirrored Port

Tips

o Are you sure you want to delete this mirror port?

Cancel

(5) Rate Limit

® Configuring port rate limiting

Figure 4-63 Configuring Port Rate Limiting (1)

- PortSetings  AggregatePort  PortMiroring [ Rate Limi

(-]
Fome Port Config Rate Limit

@ Port Management

Yotwork fupetee
VLAN Management
Port Inbound Rate

] POE

Security
Loop Guard
e STP Loop Guard

0&M
RLDP Link Detection
System  Ring Configuration

Total 0
Route Configuration

a Click Configure Port Rate Limit.

@

b  Set configuration parameters in the displayed window.

¢ Click OK. The result can be viewed in the list.
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Figure 4-64 Configuring Port Rate Limiting (2)

Configure Port Rate Limit ®

* Select Port : Select Device: 110 v

G Select Panel E Aggregate Port up{>:‘IDOUM)- up(<=100M) G shutdown E VSL G Copper PonD Optical
Port @ Port

1 3 5 7 9 1 13 1 17 19 21 23 25 21 29 3 33 35 T3¢

O0O000O00 O0000n8 O0O00dd dc
NP Iy g 3 g N W R

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 M4 36 B4

@ SelectAll Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.
Inbound Rate Limit speed limit values: 64-100000KBps (The rate limit value varies with port types)
Qutbound Rate Limit speed limit values: 64-100000KBps (The rate limit value varies with port types)

@ -|| Cancel

® Deleting multiple rate limiting entries

Click Bulk Delete. Click OK in the displayed window. The rate limiting entries can be deleted.

Figure 4-65 Deleting Multiple Rate Limiting Entries

Tips

o Are you sure you want to delete these port rate limits?

Cancel

® Editing a port rate limiting entry

Click Edit. Set configuration parameters in the displayed window. Click OK. The result can be viewed in the

list.
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Figure 4-66 Editing a Port Rate Limiting Entry

Edit Port Rate Limit

@

Inbound Rate Limit 100000 speed limit values: 64-5000000KBps (The rate limit value varies with port types)

[outbound Rate Limit 1000000 speed limit values: 64-5000000KEps (The rate limit value varies with port types)

Cancel
@ -

® Deleting a port rate limiting entry

Click Delete. Click OK in the displayed window. The rate limiting entry can be deleted.

Figure 4-67 Deleting a Port Rate Limiting Entry

Tips

0 Are you sure you want to delete this port rate limit? @

Cancel n

2. VLAN Management

Choose Network > Switch Port > VLAN Management to access the VLAN Management page.

Figure 4-68 VLAN Management

= VLAN Management |  Trunk Management
[ ] -

flome - Port Config Set Trunk Port
o) Port Management
Network m Detets Selectea VLAN
VLAN Management
L] POE
€=y VLANID VLAN Name VLAN Status Port Action
Loop Guard
e Te0/25-28,Gi0/2,Gi0/4,Gi0/6, Gi0/s-
oM STP Loop Guard 1 VLANODO1 STATIC © G012 CIE GO0, GF & Edit
24A08A02
RLDP Link Detection
e i 100 VLAND100 SUPER £ Edt @ Delete
System  Ring Configuration
Route Configuration
S >
R Total 2 10ipage 1 Goto 1

(2} VLAN Management
® VLAN Adding multiple VLANs

To add multiple VLANS, click Bulk Add and the Bulk Add window is displayed. Enter the VLAN ID and click
Done.
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Figure 4-69 VLAN Adding Multiple VLANs

Bulk Add X

*VLAN D Range: 1-4094; Format: (3-5,200)

coneet

® Adding a single VLAN

To add a single VLAN, click Add and the Add window is displayed. Set configuration parameters and click
Done.

Figure 4-70 Adding a Single VLAN

® Deleting multiple VLANs

To delete the selected VLANS, click black box before each VLAN to select multiple VLANS, then click Delete
Selected VLAN. The error message is displayed. Click OK.

Figure 4-71 Deleting Multiple VLANs

Tips x

(@) Are you sure you want to delete these VLANS?

® Editing a VLAN

To edit a VLAN, click Edit, and the Edit window is displayed. Set configuration parameters and click Done.
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Figure 4-72 Editing a VLAN

Edit

x
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Select Device:  1/0 ¢ v :
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Port Role: 7 TRUNK = Layer 3 Interface
Select Al Invert Clear Tip:You can select multiple ports by holding down the left mouse bution and dragging the mouse

B

® Deleting a VLAN

To delete a VLAN, click Delete. The Error dialog box is displayed. Click OK.

Figure 4-73 Deleting a VLAN

Ties

@) A= you sure you want to delets the selectsd VLAN?

o -[I

® Trunk Management

Figure 4-74 Trunk Management

VLAN Management Trunk Management

Se@t) Trunk P%t
Port Native VLAN Allowed VLANs Action
Fi1/0M17 10 10 @ ¢ Edit]@ Delete
Fi1/0/18 10 10 & Edit]i@ Delete @
Total 2 @ | 10/page - < 1 > Goto 1 |
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® Setting a Trunk port

eWeb Management System

To set a trunk port, click Set Trunk. The Configure Trunk Port window is displayed. Set configuration

parameters and click OK.

Figure 4-75 Setting a Trunk Port

Configure Trunk Port

SelectPorl | select Device: 110 v

EI Select Panel[il Aggregate Porli] up{>:1000M]- up{<:100M)|j shu‘tdm[ﬁ V5L El Copper Port|:| Optical

Select All Invert Clear

OOO0O0O0 OO0O0OdOs O0OoO0OoO OO
N I L Ny I Sy A I N Iy B

Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse

* Native VLAN

* Allowed VLANs

Range (1-4094)

VLANID is 1 - 4,094

Cancel

® Deleting multiple trunk ports

To delete multiple trunk ports, click black box next to each trunk port to select multiple trunk ports, and then

click Bulk Delete. The Error dialog box is displayed. Click OK.

Figure 4-76 Deleting Multiple Trunk Ports

Tips

0 Are you sure you want to delete these trunk ports? @

® Editing a trunk port
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To edit a Trunk port, click Edit. The Edit Trunk Port window is displayed. Set configuration parameters and
Click OK.

Figure 4-77 Editing a Trunk Port

Edit Trunk Port x
Port Fi1/017
* Natve VLAN | 10 Range (1-4094)
* Allowed VLANS 10 VLANID is 1- 4,094,
“ Cancel

® Deleting a trunk port

To delete a selected trunk port, Click Delete. The Error dialog box is displayed. Click OK.

Figure 4-78 Deleting a Trunk Port

Tips

Are you sure you want to delete this trunk port?

=

3. PoE (Non Remote Power Supply)

Choose Network > Switch Port > POE to access the POE Setting page.
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Figure 4-79 POE Setting

= POE Setting POETime

Home : .
Switch Port POE Settlng
@ Port Management
Network
VLAN Management global Setting port Setting
i) Static Route
Security :
POE Note: Setfing reserved power in Power Saving mode may cause port power-off.
o Loop Guard
oop Guar
O&M P Device Name Total Power (W) Free Power
STP Loop Guard
L= 1 400 400
System RLOP Link Detection
2 370 370
Network Management ...
SNMP/Trap
Power Management Mode: Energy-saving mode ™
Telnet/SSH
Advanced Configuration
DHCP Server

VSU Configuration

(1) POE Setting
POE settings include global and port settings.
o Global settings: Click the global Setting tab to enter the global Setting tab page, on which you can
view device power information, modify the power supply management mode and PoE alarm threshold,

and enable or disable the PoE alarm trap function.

Figure 4-80 Global Setting
FOE Setting FOETime FOE-REF

POE Setting

global Setting port Setting

Mote: Setting reserved power in Power Saving mode may cause port power-off.

Device Name Total Power (W) Free Power
1 210 196.4
Power Management Mode Energy-saving rmode N
PoE Warning Threshold 90 Ya

p
PoE Alarm Trap .\)

o Port settings: Click the port Setting tab to enter the port Setting tab page, on which you can set the
ports in batches. To be specific, click batch Setting, set configuration parameters on the Batch Setting
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page, and click save.

Figure 4-81 Port Setting

= POE Setting POETime
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fome port Config POE Setting
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Network Management Protocols
G4 —@——
Gioa on ooV omA 0 «C ! B Detals  Restat & F
SNMP/Trap Remole device not connectzd
Telnet'SSH
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NHCP Saniire
batch Setting x
Poe: on v
Priority: default w
Max. power: Range (0 - 30)
Non-standard mode: on e
~off time: ease Select
Power-off time: Please A

Select Port:

L
[ select Panel [1] Aggregate Port [+ ] VSL Port [ tectrical Port [ ] optical Port

e talals B sl lalalale
ARG BRI, i

10

Port Role: 7 TRUNK = Layer 3 Interface
Select All Invert Clear Tip-You can select multiple ports by holding down the left mouse button and dragging the mouse.

(2) POE Time

The PoE power-off time must be periodic. You can set the PoE power-off time on this page.
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Figure 4-83 POETime

POE Setting POETime

PoE Time Settings

Delete Selected Instance

Instance Value Day Time Bucket Action

No Data

Total 0 10ipage - < 1 > Goto 1

4.4.2 Loop Guard

1. STP Loop Guard

Figure 4-84 STP Loop Guard

3 Global Settings Port Settings SPT State

Home  port Config
The purpose of STP Loop Guard feature is to discover and enable an optiml tree-like topolagy in the LAN to ensure stabily of the network

Port Management STP: a protocol used to avoid broadcast storms caused by link [0ops and to provide link redundancy and backup.
Network . ]
LAN Management | Suggestions:in scenarios where there is a direct connection to a FC or server,through Port Settings enabie the Port Fast function for direct connection ports.
POE Di
» isable STP Loop Guard
Security "

MST Settings

Loop Guard

o STP Loop Guar Note: When adding an instance, you are advised fo disable the SPT Loop Guard feature, and enable it after the configuration is created, so as o ensure the stabiliy and convergence of the network topology:
0sM
RLDP Link Detection Delete Selected Instance
" 4
System Ring Configuration
' Instance Value VLAN Priority Action
Route Configuration
0 1-4094 g £ Edit
PBR
Routing table Total 1 ifpage ~ < 1 >  Goto 1

Static Route

Enable or disables STP Loop Guard: Click Enable STP Loop Guard to enable or disable STP loop guard.

(2) Global Settings
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Figure 4-85 STP Loop Guard > Global Settings

Global Settings Port Settings SPT State

The purpose of STP Loop Guard feature is to discover and enable an optimal tree-like topology in the LAN to ensure stability of the network.
STP: a protocol used to avoid broadcast storms caused by link loops and to provide link redundancy and backup.

Suggestions:In scenarios where there is a direct connection to a PC or server,through Port Seftings enable the Port Fast function for direct connection ports.

@ | @ Enable STP L oop Guard I

* Priority: 8 Range: 0-15. Default & * Handshake Time: 2 Time (s): 1-10. Defauilt: 2

* Aging Time: 20 Time (s). 640. Default: 20 * Forward Delay: 15 Time (s): 4-30. Defauit: 15

)
@

SPT Mode: MSTP ~

*MST Name: No more than 32 characters,one Chinese character takes three bytes * MST Version. 0 Range: 0-65535. Default- 0

MST Settings

Note: When adding an instance, you are advised to disable the SPT Loop Guard feature, and enable it after the configuration is created, so as to ensure the stability and convergence of the network topology.

5) Delete Selected Instance | @)

Instance Value VLAN Priority Action
0 1-4004 8 ®
Total 1 10/page - < 1 2 Goto 1

a Global Settings: Enable STP Loop Guard and set configuration parameters. There are three STP modes,
which are STP, RSTP, and MSTP. Click Save to submit the global settings.

b  Add instances: Click Add to add instances.
¢ Delete instances: Click Delete Selected instance to delete instances.
d Edit instances: Click Edit to edit instances.

(3) Port Settings

6 Note

You are advised to enable Port Fast on the port directly connected to a PC.

® Setting the STP loop guard function for multiple ports

Click Bulk Set. The Bulk Set window is displayed. Set configuration parameters. Add or delete the port
priority by clicking Add or Delete. Select multiple ports, and click Save to submit the configuration. Then
the result will be displayed in the list.
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Figure 4-86 STP Loop Guard > Port Settings

Connection Type

Instance:  Please selsct ™ * Prioeity Please enler the p | Range: (-240, & muftipde of 16

= Delete

Select Device: 110 v
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Port Rote: 7 TRUNK = Layer 3 Interface
Select All Invert Clear Tip:¥ou can select multiple ports by holding down the left mouse button and dragging the mouse

Cancal

® Editing the STP loop guard function for a single port

Click Edit in the Action column. A window is displayed. Set configuration parameters. Add or delete the
port priority by clicking Add or Delete. Click Save to submit the configuration. Then the result will be

displayed in the list.
Figure 4-87 Editing the STP Loop Guard Function for a Single Port

PortFit/01

Protection Mode:
Port Fast
BPDU Guard:

Gonnecion Type:

Instance: o0 - Range: 0-240, a muitipie of 16

@ Delete

@ Cancel

(4) STP State
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Click Configuring Spanning Tree to enable the STP loop guard function.
Figure 4-88 STP Loop Guard > STP State

STP Loop Guard

Global Settings Port Settings SPT State

SPT State: @ Close I@ Configuring Spanning Tree

® Disable Edge Port

Select a disabled edge port and click Edge Port Enabled. The icon of Port 21 is changed to enabled state.

Figure 4-89 Disable Edge Port

STP Loop Guard

Global Settings Port Settings SPT State

SPT State @ Enable @ Configuring Spanning Tree

SPT Mode: MSTP
Root Bridge Status: Root Bridge
Instance: 0

Select Panel Port:

Select Device:  1/0

[ﬁ Select Panel [E] Aggregate Port @ up |J:| shutdown ﬁ Current Port State E] VSL Port C] Copper Port |:| Optical Port

AhEAAS AR ARARAA AX
PYPYLE PRPPED Quuuon O

Port Role: * TRUNK = Layer 3 Interface ‘® Root Port © Designated Port 4) Alt Port &0 Master Port STP Port State: & STP Enabled and
Forwarding ® STP Enabled and Blocking © STP Enabled Edge Port Enabled

Edge Port Enabled

® Enable Edge Port

Select an enabled edge port and click Edge Port Disabled. The icon of Port 21 is changed to disabled state.
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Figure 4-90 Enable Edge Port

STP Loop Guard

Global Settings Port Settings SPT State

SPT State @ Enable @ Configuring Spanning Tree

SPT Mode MSTP
Root Bridge Status Root Bridge
Instance 0 v

Select Panel Port:

Select Device:  1/0 v

[J__L] Select Panel E] Aggregate Port ﬂ] up [ﬁ shutdown [i"] Current Port State [ﬁ VSL Port [ﬁ Copper Port[__] Optical Port
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Port Role: 7 TRUNK = Layer 3 Interface ® Root Port © Designated Port 4 Alt Port & Master Port ~ STP Port State: @ STP Enabled and
Forwarding @ STP Enabled and Blocking © STP Enabled Edge Port Enabled

e Port Disabled I

2. RLDP Link Detection

Choose Network > Loop Guard > RLDP Link Detection to access the RLDP Link Detection page.

Figure 4-91 RLDP Link Detection

P : RLDP Link Detection
Home  port Config

RLDP is used for loop detection on access switches, especially when the downlink HUE of the access switch may form loops (BPDU Guard cannot prevent this type of 1ops). You are advised to enable RLDP feature for all ports of

Port Management
the access switch connecting clients, in order to prevent all ypes of loop on the port

Hetwodl VLAN Management RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.
RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruilie Networks for rapid detection of Ethemet link failures.
9 POE
Security @) RLDP Link Detection
Loop Guard
O?M STP Loop Guard Global Settings ~ Port Setiings ~ RLDP State

| RLDP Link Detection I
L« ] * Defection Interval: | 15 Range (1-155)

System Ring Configuration

Route Configuration * Number of Detections: | 10 Range (2-10)
PER
Recovery Cycle: Range (30-86400s)
Routing table

Static Route E

Network Management Protocols

Click RLDP Link Detection to enable or disable RLDP.
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Figure 4-92 Enable/disable RLDP Link Detection

RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUE of the access switch may form loops (BEPDU Guard cannot
prevent this type of loops). You are advised to enable RLDP feature for all ports of the access switch connecting clients, in order to prevent all typas
of loop on the port.

RLDIF can alzo be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Metworks for rapid detection of Ethernet link failures.

@ ) RLDP Link Detection

Global Settings Port Settings RLDP State

* Detection Interval: 3 Range (1-15s)
* Number of Detections: 2 Range (2-10)
Recovery Cycle: Range (30-56400s)

(2) Global Settings

Figure 4-93 RLDP Link Detection - Global Settings

RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (EFDU Guard cannot
prevent this type of loops). You are advised to enable RLDF feature for all ports of the access switch connecting clients, in order to prevent all types
of loop on the port.

RLDIF can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Networks for rapid detection of Ethernet link failures.

@ ' RLDP Link Detection

Global Settings Port Settings RLDP State

* Detection Interval: 3 Range (1-15s)
[ Mumber of Defections: 2 Range (2-10)
Recovery Cycle: Range (30-56400s)

® Save: After you have entered the detection interval, number of detections, and restoration cycle (optional),
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click Save to save the global settings.

(3) Port Settings

O Notes

Port open loop detection, can avoid the loop caused by the broadcast storm problem. It is
recommended to turn on RLDIP loop check on the port where the access device connects to the
user's IPC.

RLDP feature should be enabled on both ports for unidirectional and bidirectional link detection. You
are advised to enable this feature on the link between devices.

Only port violation or alarm can be configured for port aggregation. Loop detection on a member port
of the aggregate port will be synchronized to other member ports of the aggregate port.

Figure 4-94 RLDP Link Detection - Port Settings

RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUE of the access switch may form loops (BPDU Guard cannot
prevent this type of loops). You are advised to enable RLDF feature for all ports of the access switch connecting clients, in arder to prevent all types
of loop on the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Metworks for rapid detection of Ethernet link failures.

@ ) RLDP Link Detection

Global Settings Port Settings RLDP State

E Descripfion:

1.Port open loop detection, can avoid the loop caused by the broadcast storm problem. It is recommended to turn on RLDIP loop check on the port where the
access device connecis to the user's IPC.

2. RLDIP feature should be enabled on both poriz for unidirectional and bidirectional link detection. You are advized to enable this feature on the link between
devices

3. Only port violation or alarm can be configured for port aggregation. Loop detection on a member port of the aggregate port will be synchronized to other
members poris of the aggregate port.

Add RLDP Detection Port Delete RLDP Detection Port

Port Detection Type: Troubleshooting Action

No Data

Total 0 10/page -~ < 1 > Goto 1

® Adding an RLDP detection port

Click Add RLDP-enabled port. The Add RLDP Detection Port window is displayed. RLDP involves

unidirectional link detection, bidirectional link detection, and loop detection. You can select multiple ports

one by one, or using the Select All, Invert, and Clear button. Click Add to submit the configuration. The

result will be displayed in the list.
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Figure 4-95 Adding an RLDP detection port

RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of
the access switch connecting clients, in order to prevent all types of loop on the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol, is a profocol independently developed by Ruijie Networks for rapid defection of Ethemet link failures.

@) RLDP Link Detection

Global Settings Port Setfings RLDP State

Description

1.Port open loop detection, can avoid fhe laop caused by the broadcast storm problem. It is recommended o tun on RLDIP loop check on the port where he access device connecs to the user's IPC
2. RLDIP feature should be enabled on both ports for unidirectional and bidirectional link detection. You are advised to enabl this feature on the link between devices.

3. Only port violation or alarm can be configured for part aggregation. Loop detection on a member port of the aggregate port will be synchronized to ather members ports of the aggregate port

{ Add RLDP Defection Port Delete RLDF Detection Port
Port Detection Type: Troubleshooting Action
Add RLDP Detection Port x
Detection Type:
Unidirectional ~
Bidirectional v
8 JLoop Detection I Alarm{waming) I ]
[ setect Panel [1'] Agaregate Port [ up==1000m) [E] up==100m) [l shutdown [~ [ etectricat port [ ] optical port

Alarm(waming)

9 1 5 17 19 21 23 Disable port forwarding(Block)
E E Q E E E E E Port Violations{shutdown)

18 20 22 24 Disable SVI(shutdown SVI) 28

H

ND 3=
a0 e

0 12

Port Role: 7 TRUNK = Layer 3 Interface
Select Al Inveri Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

€)] ‘ Add Cancel

® Deleting RLDP detection ports

Select one or multiple ports. Click Delete or Delete RLDP Detection Port to delete the selected ports.

Figure 4-96 Deleting RLDP Detection Ports

Tips

@) ve you sure youiant o celete selectedtems?  (3)

Cancel
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(4) RLDP State

Figure 4-97 RLDP Link Detection - RLDP State
RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of
the access switch connecting clients, in order to prevent all types of loop on the port

RLDIP can also be enabled for distribution switch but the grain of Ioop control and prevention is coarse

RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Networks for rapid detection of Ethemet link failures.

@) RLDP Link Detection

Global Settings Port Settings

Local MAC Address: 00d0.1822.354a

Select Panel Port

ﬂ Select Panel E Aggregate F‘Dnﬂ up- snutdmvnﬂ Current Port State ﬂ Electrical Fonm Optical Port

n 13 15 17 19 21 23

A Tt T Lk LA
D OUoogg

1 3 5 7
B
oo

2 4 6 14 16 1@ 20 22 24 25 26 27 28

8 10

lRLDP State: & RLDP Monitoring @ Violated Port Port Role: © TRUNK = Layer 3 Interface I

RLDP State: You can view the RLDP state of a port enabled with RLDP detection on the panel by clicking it.

Figure 4-98 RLDP state of a port
RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of
the access switch connecting clients, in order to prevent all types of loop on the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Networks for rapid detection of Ethemet link failures.

@ RLDP Link Detection

Global Settings Port Settings RLDP State

Local MAC Address: 00d0.f222 354a

Select Panel Port:

D Select Panel m Aggregate Ponﬂ up- shutdown ﬂ Current Port State D Electrical F‘nnl:l Optical Port

17 19 21 23

8 12 14 16 18 20 22 24 25 26 27 28

RLDP State: & RLDP Monitoring @ Violated Port Port Role: T TRUNK ‘= Layer 3 Interface

& Loop Detection

Alarm

Restore All: You can click Restore All to recover all violated ports.
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Figure 4-99 Restore All
RLDP Link Detection

RLDF is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of
the access suitch connecting diients, in order to prevent all ypes of Ioop on the port

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Defection Protocol, is a protocol independently developed by Ruijie Networks for rapid defection of Ethemet link failures.

@D RLDP Link Detection

Global Settings Port Settings RLDP State

Local MAC Address: 00d0 {822 354a

Select Panel Port

[] setect Panel [1'] Agaregate Fort [E] up Il shutdown [™] current Port state [ Eectrical Port [ ] optical Port

GO0 OO0000
DO OoQoon O 0 O G

8 10 12 14 16 18 20 22 24 25 26 27 28

s [
=] [be
o] [
i

RLDP State: & RLDP Monitering @ Violated Port ~ Port Role: T TRUNK = Layer 3 Interface

Recover All ‘

3. Ring Configuration

Choose Network > Loop Guard > Ring Configuration to access the Ring Configuration page.

Figure 4-100 Ring Configuration

- Ring Configuration
Home  port Config
@ Port Management (I Ring Configuration
Network
VLAN Management
) POE
Security
Loop Guard
o
0&M STP Loop Guard

RLDP Link Detection
O

Sy;{em Ring Configuration

Route Configuration

® Adding ring configuration: Click Add. Before selecting the ring port, choose RLDP Link Detection > Port
Settings, select two ports to be used as ring ports (Ring ports must be Trunk optical ports), and then click
Delete RLDP Detection Port to clear the RLDP configuration of the corresponding port. If the RLDP

configuration of the port is not cleared, the port cannot be used as a ring port.
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Figure 4-101 Clearing the RLDP Configuration

Ring Configuration

@) Ring Configuration

Bulk Delete

Ring VLAN Ring Port Action
No Data
Add Ring Configuration ®
* Ring VLAN: Please enter an instance value. | Range: 2-4094

* Select Ring Port] @ Click to select ports. Select two optical ports for the ring port

Select the port to be used as a ring network port, and must be in RLDP Link Detection - Port Settings to clear the RLDP configuration for the corresponding port

[ setect Panel [1] Agaregate Port =] Vst Por [ Eectrical Port [ ] optical Port

CEOOD OO0oOon
OOODD OQoogn @ 0 0 0

m 12 14 16 18 20 22 24 25 26 27 28

s
5

Port Role: 7 TRUNK = Layer 3 Interface
Clear

Master Node: C‘

“ cancel

the access switch connecting ciients, in order to prevent all types of loop on the port,
RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

H
©ome Port Config RLDP: Rapid Link Detection Protocol, s a protocol independently developed by Ruijie Networks for rapid detection of Ethemet ik failures.

Port Management @) RLDP Link Detection
Setwork
VLAN Management
Global Setings ~ PortSeltings ~ RLDP State
POE —
Security
Loop Guard
Description
o STP Loop Guard Port open loop deteciion, can avoid the loop caused by the broadcast storm problem. It is recommended to tun on RLDIP loop check on the port where the access device connecs lo the user's IPC.
o o0p Guar 2 FLDIP Cature hould b enabled on both ports for unidiectionel Vou arc avied
5 Only por viation o aarm can be confgured for pot 39greqaton. Loop detection on a member portof e 499regate por il be synchronized 1o olher members port ofthe aggregate port

-
System Ring Configuration Add RLDP Detection Port

Route Configuration

PBR [ Detection Type: Troubleshooting Action
Routing table Unidirectional - Alarm
Gior Bidirectional - Alarm CEdt @ Delete

Static Route: Loop Detaction * Alarm

Network Management Protocols
Unidirectional : Alarm
SNMP/Trap Gib/ig Bidirectional : Alarm & Edt [ Delete
Loop Detection : Alarm

Telnet/SSH

Advanced Configuration Gion3 Loop Detection : Alarm £ Edt [ Delete
DHCP Senvice Gt Loop Detection : Alarm £ Edt & Delele
VSU Cenfiguration Total4 Topase - . 4 K cow 1

Choose Ring Configuration and click Add. The Add Ring Configuration page is displayed. Enter the ring
VLAN, select the ring port, and then click OK. The ring configuration is added.
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Figure 4-102 Adding Ring Configuration

Add Ring Configuration

* Ring VLAN ] Range: 2-4094

* Select Ring Port:

eWeb Management System

Select the port to be used as a ring network pert, and must be in RLDP Link Detection - Port Settings to clear the RLDP configuration for the corresponding port

[ setect Panet [1] Agaregate Port[+] vsL Port [ erectrical Port [ ] optical port
13 5 7 9 1 13015 17 19 21 23
Y ol T ol e e A e ol ol ol e ol
PR N O W CLIC] Y Y O [
2 4 6 &8 10 12 4 16 18 20 2 24 25 26 27 28

Port Role: 7 TRUNK = Layer 3 Interface
Clear
Selected port: Te0/27, Te0r28

Master Node: (_JI)

| 0K Cancel

® Deleting ring configuration: Choose Ring Configuration and click Delete in the Action column of the ring

configuration list to delete a piece of ring configuration, or select multiple pieces of ring configuration and

click Bulk Delete to delete them at the same time.

Figure 4-103 Deleting Ring Configuration
Ring Configuration

@) Ring Configuration

m E—

= Ring VLAN Ring Port Action

[ Te0r27, Te0i28 & Edit I Delete

Total 1

4.4.3 Route Configuration

1. PBR

10fpage - < 1 > Goto 1

Route priority description: The PBR-based route, static route, and default route are in descending order of priority.

PBR matching order description: The policy with the smallest policy priority value is matched first.

Choose Network > Route Configuration > PBR.
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Figure 4-104 PBR
[ ]
HOmE  port Config
@ Port Management
Network
VLAN Management

L ] Route Configuration

Security

PBR
© Routing table
O&M

Static Route

Syster Network Management ...
SNMP/Trap
Telnet/SSH

Advanced Configuration
DHCP Service
MAC Address Table
MLLB

Service Quality

Application Assurance

(2) Creating a PBR

eWeb Management System

PBR: This packet routing and forwarding mechanism is more flexible than routing based on the destination network. The device will determine the next-hop

address of packets based on the route map.

Route priority description:The PBR-based route, static route, and default route are in descending order of priority.

PBR matching order description:The policy with the smallest policy priority value is matched first. If packets match one policy, packets do not match
subsequent policies. If packets do not match any pelicy, the device processes packets based on the priority of the route.

I Delete Selectad

+ Create PBR

Interface with Policy Applied  Policy Priority ~ Next Hop IP

dialer 1 8

18111 (%)

Total 1

Outbound Inte
VRF Matching ACL  Action

rface

dialer 1 (=) 1 Edit Delete

10/page - < 1 > Goto 1

Ruijie Networks Co_, Ltd. © 2023 | test, Technical support online Service: https:/fwww.ruijienetworks. com/rita

Click Create PBR. Set the configuration items in the pop-up window. Click Save to deliver the configuration.

Figure 4-105

Create PBR

* Interface with Policy Applied

(3} Editing a PBR

Creating a PBR

Please Select

Please Enler

Please Enler

* Policy Priority

Next Hop IP

Maiching ACL Please Select

v + ACLList | @
ceneel

Click Edit in the Action column of a PBR. Modify the configuration items in the pop-up window. Click Save

to deliver the configuration.

(4) Deleting a PBR

You can delete one PBR or delete multiple PBRs in a batch. Select PBRs and click Delete Selected to
delete the PBRs in a batch. Click Delete in the Action column of a PBR to delete it.
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Figure 4-106

Deleting a PBR

Confirm on Delete

2. Routing table

This operation cannot be undone. Are you sure you want to
continue?

Cancel [ OK ]

eWeb Management System

Choose Network > Route Configuration > Routing table. You can select a route type from the Route filtering

drop-down list to filter routes.

Figure 4-107 Routing table
L)
Home  port config
@ Port Management
Network
VLAN Management
e‘ Route Configuration
Security
PBR
ot Routing table
o&M
Static Route
° ]
System Network Managemen...

SNMP/Trap v

Telnet/SSH

Advanced Configurat...

DHCP Service

3. Static Route

Route filtering: All

Codes:

FaN

All
c- Static Route
R -
N | RIP Route
El
SU OSPF Route
IA -
LA BGP Route

* - candidate derault

, V= Overflow route
OSPF NSSA external type 2
external type 2
1, L2 — IS-IS level-2

rp to host

Gateway of last resort is 10.110.17.1 to network 0.0.0.0

0.0.0.0/0 [1/0] via 10.110.17.1, 2d,10:20:54

10.110.17.0/24 is directly connected, GigabitEthernet 0/1, 2d,10:20:26
10.110.17.128/32 is directly connected, GigabitEthernet 0/1, 2d,10:20:26

Sk
C
L

Static Route: By adding a static route, packets destined for a specified destination network are routed along a

predetermined path.

Routing Preference: Source In Source Out > Forward DNS Proxy > Policy Routing > User Routing and

Application Routing > Static Routing > Address Base Auto Routing > Multi-Link Load Balancing and Default

Routing
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A\ Caution

The system allows you to configure 32 equal-cost routes with the same destination network segment. If the

upper limit is exceeded, the configuration only takes effect for the first 32 routes.

Choose Network > Route Configuration > Static Route.

Figure 4-108 Static Route

0 Static Route: By adding a static route, packets destined for a specified destination network are routed along a predetermined path.
HOmE port Config @ ‘Rouing Preference: ", Source In Source Out > Forward DNS Proxy > Policy Routing > User Routing and Application Routing > Static Routing > Address Base Auto Routing > Multi-Link Load Balancing and Default Routing

Port Management Add Stalic Route Add Default Route Delete Selected Route

VLAN Management Mote: The system supports configuring 32 equal-cost routes to the same destination network segment. If the number of equal-cost routes is greater than 32, only the first 32 equal-cost routes take effect.

Network

POE
Security

Loop Guard Dest. Segment:  Dest. Mask Next Hop IP Router Outbound Interface Administrative Distance Type Action

24

Ry STP Loop Guard 0.0.0.0 0.0.0.0 172.20.42.254 1 Defauit Route £ Edit [ Delete

RLDP Link Detection [ —
2001:ab8: 1= 33 1 Static Route & Edit @ Delete

System Ring Configuration £

Route Configuration A A
2001:ab8:1- 33 GigabitEthernet 0/3 1 Static Route & Edit {1 Delete

PBR

Routing table

Total 3 v ¢ 1 > Gt 1
Static Route 10/page

Network Management Protacols

(2) Adding a Static Route

Click Add Static Route. In the pop-up window, set relevant parameters. After the configuration is complete,

click Done.

Figure 4-109 Adding a Static Route

Add Static Route

PTyps @ IPv4 IPvé

*Dest. Segment: | Example: 172.29.1.0
* Dest. Segment Mask: | Example: 255.255.255.0
* Administrative Distance: | Time (s) (1-255)
*NextHopIP: | Example: 17229.13.1

Outbound Interface: Please Select

m cone

(3) Adding a Default Route

Click Add Default Route. In the pop-up window, set relevant parameters. After the configuration is complete,

click Done.

59



User Guide eWeb Management System

Figure 4-110 Adding a Default Route

Add Default Route

IPType: © I1Pv4

* Administrative Distance: | Time (s) (1-255)
*NextHopIP: | Example: 172.29.13.1

Qutbound Interface: Please Select

m fancel

(4) Deleting Selected Routes

Select multiple routes and click Delete Selected Route. In the dialog box that is displayed, click Delete.

Figure 4-111 Deleting Selected Routes

0 Are you sure you want to delete?

Cancel I Delete ‘

(5) Editing Default Route

Click Edit on the Action column of a route. In the pop-up window, set the configuration items. After the
configuration is complete, click Done.
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Figure 4-112 Editing Default Route

Edit Default Route

IP Type:

* Administrative Distance:
* Nexd Hop IP: 172.29.42.254

‘Outbound Interface: Please Select

ﬂ cane

(6) Deleting a route

Click Delete on the Action column. On the displayed dialog box, click Delete.

Figure 4-113 Deleting a route

0 Are you sure you want to delete?

Cancel Delete

4.4.4 Network Management Protocols

1. SNMP/Trap

Choose Network > Network Management Protocols > SNMP/Trap to access the SNMP/Trap function page.

The Simple Network Management Protocol (SNMP) enables a network administrator to easily monitor and
manage nodes on a network.
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SNMP/Trap
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@ Only one SNMP version can be configured, that is, SNMP V2 or SNMP V3,

* SNMP Version: vz

Location:

* SNMP Community String: ===

Trap Community String: ===

= Trap Receiver

Save Clear

V3

location-text +

Trap Community String must be the same as SNMP Community String

Amaximum of 10 Trap receivers can be configured. Multiple IP addresses must be separated by comma () er CRLF ()
p

SNMP Version: indicates the SNMP version supported by the device, which can be SNMPv2 or SNMPv3.
Location: indicates the location of the device.
SNMP Community String: is used by the management host to connect to a device.

Trap Community String: is used to connect to the management host. When an alarm is generated on a device,

the switch can send the alarm to the management host.

receivers can be configured.

Figure 4-114
[ ]
Home  port Config
@ Port Management
Network
VLAN Management
] POE
Security
Loop Guard
o STP Loop Guard
A o0p Guar
RLDP Link Detection
l'wy
System  Ring Configuration
Route Configuration
PER
Routing table
Static Route
Network Management Protocols|
SNMP/Trap
TelnetSSH
[ J
[ J
[ J
[ J
[ J
[ J
Figure 4-115

SNMP V2

Trap receiver: refers to the management host that receives alarms from a switch. A maximum of 10 trap

SNMP V2: Select V2. Set configuration parameters and click Save to submit the configuration.

@ Only one SNMP version can be configured, that is, SNMP V2 or SNMP V3

SNMP Version

Location

* SNMP Community String

Trap Community String.

* Trap Receiver:

V3

Please Enter

P

Flease Enter

by comma () or CRLF (])

o

“

Trap Community String must be the same as SNMP Community String.

A maximum of 10 Trap receivers can be configured. Multiple IP addresses must be separated

® SNMP V3: Select V3. Set configuration parameters and click Save to submit the configuration.
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Figure 4-116 SNMP V3

© Only one SNMP version can be configured, that is, SNMP V2 or SNMP V3

SNMP Version: V2

Lacation Please Enter

* SNMP Community String: R

Trap Community String ks Trap Community String must be the same as SNMP Community String.
* Encryption Key Please Enter
* Authentication Key: Please Enter
* Trap Receiver: Flease Enter

A maximum of 10 Trap receivers can be configured. Multiple IP addresses must be separated
4

by comma () or CRLF (|).

Clear

® Clear: Click Clear to clear the SNMPv2 or SNMPv3 configuration.
2. Telnet/SSH

Choose Network > Network Management Protocols > Telnet/SSH to access the Telnet/SSH function page.

Figure 4-117 Telnet/SSH

[ ]

@ By enabling Telnet or SSH features, you can remotely connect, manage and configure devices.
Home  port Config

(] Port Management Teinet service ()
Network
VLAN Management
S5H Service
o POE »
Security
Loop Guard
- Usemname: admin
08M STP Loop Guard
RLDP Link Detection *Old Password: | Please Enler ® @
o
System Ring Configuration
* New Password: | Please Enter @ @

Route Configuration
PER * Gonfirm Password. Please Enter @

Routing table

Static Route Save

Network Management Protocols

SNMP/Trap

Telnet/SSH

Telnet/SSH: Click Telnet Service to enable or disable the Telnet service, and click SSH Service to enable or

disable the SSH service.
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The default user name is admin. Set configuration parameters and click Save to submit Telnet or SSH

configurations. When both the Telnet service and SSH service are disabled, you do not need to set a password.

Figure 4-118 Enable/disable Telnet/SSH

@ By enabling Telnet or SSH features, you can remotely connect, manage and configure devices

Telnet Service (/\

SSH Service ()

Username: admin
* New Password: Please Enter o

* Confirm Password Please Enter

Save

When configuring a switch through Telnet, you must log in with this password.

O Note

Remember the new password for login next time.

4.4.5 Advanced Configuration
1. DHCP Server

Choose Network > Advanced Configuration > DHCP Server to access the DHCP Server page.

Figure 4-119 DHCP Server

Address Pool Management Assign Static |P Address Assigned Addresses

]
Home  port Config
‘As DHCP server.
) Port Management
Network
VLAN Management
9 POE
Security
Loop Guard
)
o STP Loop Guard
0&M
RLDP Link Detection
o
System  Ring Configuration

Route Configuration
PBR
Routing table
Static Route
Network Management Protocols
SNMP/Trap

Telnet/SSH

Advanced Configuration

DHCP Service

VSU Configuration

MAC Address Table
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(1) Address Pool Management

Click As DHCP server to enable or disable DHCP server.

Figure 4-120 Address Pool Management

Address Pool Management Assign Static |P Address

Assigned Addresses
Add DHCP Delete Selected DHCP Reserved IPRange o€ IS g}
Name of Address Address Default
Address Range Lease Time (min) DNS Action
Pool Type Gateway

No Data

Total 0

10page ~ < 1 > Goto 1

® Adding a DHCP address pool

a Click Add DHCP.

b  Set configuration parameters in the displayed windows.

¢ Click Done. The result will be displayed in the list.
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Figure 4-121

Adding a DHCP Address Pool

eWeb Management System

Add DHCP

* Name of Address Pool:

Address Type: @ v4 vb
Address Range Setting: Based on Segment/Subnet Mask ~
* Segment: Example: 192.168.1.0 ®
* Mask: Example: 255.255.255.0

* Default Gateway: Example: 192.168.1.1

* Lease Time: Please Enter min ~ 7]
Primary DNS Server: | Example: 8.8.5.8 (2]
Secondary DNS Server. | Example: 8.8.8.8 (2]

IP Address for CWMP

Service:

IP Address for MQTT

Service:

- (B3]

® Deleting the selected DHCP address pool
a Click Delete Selected DHCP.

b  Click OK. The selected DHCP address pool is deleted.

Figure 4-122 Deleting the Selected DHCP Address Pool

Tips x

o Ave you sure you wan fo delele these address podks? (3)

Cancel

Cancel
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® Configuring the reserved IP range

a
b

c

Click Reserved IP Range.

Set configuration parameters in the displayed windows.

eWeb Management System

Click Done. The result will be displayed on the Reserved IP Range page. The IP addresses in the

configured reserved IP range will not be assigned to the clients.

Figure 4-123 Configuring the Reserved IP Range

Reserved IP Range

Reserved IP Range1:

Reserved IP Range2:

® Editing a DHCP address pool

a
b

C

Click Edit.
Set configuration parameters in the displayed windows.

Click Done. The result will be displayed in the list.

67




User Guide

Figure 4-124 Editing a DHCP Address Pool

Edit DHCP

* Name of Address Pool:

Address Type: (= vd v6

Address Range Setting Based on Segment/Subnet Mask

* Segment: 10.110.100.0

= Mask: 255.255.255.0

* Default Gateway: 10.110.100 255

* Lease Time: 1000 min

Primary DNS Server. Example: 8888

Secondary DNS Server: Example: 8.8.8.8

IP Address for CWMP

Service:

IP Address for MQTT

Service:

® Deleting a DHCP address pool

Figure 4-125 Deleting a DHCP Address Pool

Tips

o Are you sure you want to delete this address pool?

-

(2) Assign Static IP Address

v
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Figure 4-126 Assign Static IP Address

Address Pool Management Assign Stalic IP Address Assigned Addresses

Client Name IP Address Mask Gateway
test 10.110.255.254 255255 255.0 10.110.255.255

Total 1

® Adding a static IP address

eWeb Management System

Enter client name, IP address or MAC a Q  Clear

Client MAC DNS Server Action
& Edit
123412341234 114114114114
T Delete
10/page  ~ < 1 > Go to 1

Click Add. Set configuration parameters in the displayed windows. Click OK. The result will be displayed in

the list.

Figure 4-127 Adding a Static IP Address

* Client Name:

* IP Address: Example: 192.168.1.0

* Subnet Mask: Example; 255.255.255.0

* MAC Address: Example: 0002.0002.0002

* Gateway: Example: 192.168.1.1

Example: 114,114,144 144

® Deleting a static IP address

Click Delete. Click OK in the displayed windows. The static IP address will be deleted from the list.
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Figure 4-128 Deleting a Static IP Address

Tips

>

0 Are you sure you want to delete these static IP addresse@

® Editing a static IP address

e

eWeb Management System

Click Edit. Set configuration parameters in the displayed windows. Click OK. The result will be displayed in

the list.

Figure 4-129 Editing a Static IP Address

* Client Name:

* IP Address:

* Subnet Mask

* MAC Address

(3) Assigned Addresses

10.110.255.254

255.255.255.0

123412341234

10.110.255 255

114114114114

Cancel

On this page, you can bind MAC addresses to dynamic IP addresses and reclaim assigned addresses.

a Select the assigned IP addresses, and click Bind MAC addresses to dynamically assigned IP addresses.

b  On the displayed dialog box, click OK.
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Figure 4-130 Assigned Addresses

Address Pool Management Assign Static IP Address | Assigned Addresses |
I Bind MAC addresses to dynamically assigned IP addresses Query by IP address Search

Assigned IP Address MAC Address Lease Time (min) Internet Type

Mo Data

Total 0 10/page  ~ < 1 > Goto 1

2. VSU Configuration

Choose Network > Advanced Configuration > VSU Configuration to access the VSU Configuration page.

Figure 4-131 VSU Configuration

0
Home Port Config A\ After a stack is created, it takes 5 or 6 minutes for a restart before the configuration is delivered
@ Port Management
Network = =
VLAN Management VSU Configuration
s 4 iy POE Multiple devices can be virtualized into a logical device to simplify O&M and
ecurity
i network topologies and ensure stable network operation
Loop Guard =
o = Confinm Stack Devices «+ Enter the member device username and
STP Loop Guard « Confirm/Select Device Stack Port (WSL password to view the device panel
O&M Port) « Confirm Configurafion Delivery and Restart
RLDP Link Detection
L I To Set I
System Ring Configuration

Route Configuration
PBR
Routing table
Static Route
Network Management Protocols
SNMP/Trap
Telnet/SSH
Advanced Configuration
DHCP Service

V8U Configurati

MAC Address Table

® VSU settings
As shown in Figure 4-131, click To Set. The Create Stack (VSU) page is displayed.

On the Create Stack (VSU) page, set DomianID and click Add Member. Configure the member information

and click Confirm. Click Deliver Configuration and Restart. Wait for the device to restart and enter the

VSU mode.
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Figure 4-132 Create Stack (VSU)

Add Member

= Device IP | Please enter an IP address

Web password | (3 t

cancel Confirm

Figure 4-133 shows the VSU Settings page after the device restarts and you perform the VSU configuration.

Figure 4-133 VSU Settings

) N VSU Settings
Home  port config
£2Disassociate VSU
Port Management

Network
VLAN Management

=

Loop Guard N
Security
STP Loop Guard 2active)
e RLDP Link Detection A
o&M
BFD Multi-host Detection
Route Configuration
-]
System PBR @ Note: You can click the device icon to change its settings. For example, you can switch to standalone mode for a VSU member.
Routing table BFD Mult-host Detection Switch  (JI
Static Route
Network Management ...
SNMP/Trap
Telnet'SSH

Advanced Configuration
DHCP Senvice
VSU Configuration

MAG Address Table

(2) Deleting a VSU Stack

A\ Caution

After you delete the VSU stack, all member devices will restart and the configuration of VSU mode will be
cleared. Please operate with caution.

Click Disassociate VSU. On the displayed dialog box, click Disassociate and Restart to delete a VSU

stack.
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Figure 4-134

Deleting a VSU Stack

A\ Are you sure you want to delete the VSU stack?

Are you sure you want to delete the stack [Domain 1D:100] with two
member devices? After you delete the stack, all member devices will
Restart. The configuration of VSU mode is cleared. Are you sure you
want to delete the VSU stack?

cancel Disassociate and Restart

(3) BFD Multi-host Detection Switch

eWeb Management System

You can click BFD Multi-host Detection Switch to enable or disable the BFD Multi-host Detection.

Figure 4-135

VSU Settings

Enable/disable BFD Multi-host Detection Switch

=1

N
2active)

A

BFD Multi-host Detection

@ Note: You can click the device icon to change its seftings. For example, you can switch to standalone mode for a VSU member.

| BFD Multihost Detection Switch () |

[ setect Panel (1] Aggregate Port [2] VSLPnrlgj BFD Port

2Disassociate VSU

[ Copper Port [T] Optical Port

alalalalalalole
L] D

alalala
g g g g 14 16 18 20 22 24

10

Select Al Invert Clear

save

Click a port on which BFD is not enabled. Click Save to enable BFD on the port.

Tip:-You can select multiple ports by holding down the left mouse bution and dragging the mouse
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Figure 4-136 Enable BFD on the port

BFD Multi-host Detection

@ Note: You can click the device icon to change its seftings. For example. you can switch to standalone mode for a VSU member.

BFD Multi-host Detection Switch ()

[ select Panel [1] Aggregate Port [+] VSL Port BFD Port [ copper Port [ ] Opical Part

andtnn] Addhdn
DOQPDD QOQooQ OOoo

10 12 14 16 18 20 22 24 25 28 27 28

SelectAll Invert Clear

Tip-You can select multiple ports by holding down the left mouse button and dragging the mouse

3. MAC Address Table

Choose Network > Advanced Configuration > MAC Address Table to access the MAC Address Table page,

as shown in the following figure. On this page, you can query dynamic address tables, set static addresses, and
configure addresses to be filtered out.

Figure 4-137 MAC Address Table

= Il Dynamic Address Table Set Static Address Set Filtering Address
) -
Home  port config
~ Please Enter S
@ Port Management Query by MAC Iease Enter
Network
VLAN Management
MAC Address VLAN ID Interface Action
O Route Configuration
Security No Data
PBR
o ;
o Routing table Total 0 iOpage ~ < 1 >  GCoto 1
Static Route
O
System  Network Managemen...
SNMP/Trap
Telnet/SSH
Advanced Configurat..
DHCP Service
MAC Address Table
MLLB
Service Quality
- v Ruijie Networks Co., Ltd. © 2023 | test, Technical support online Service: https://www.ruijienetworks.com/rita
Application Assurance

(1) Dynamic Address Table

You can bind a dynamic address as a static address and query dynamic MAC addresses on this page.

o Binding a dynamic address as a static address: Click Bind Dynamic Address as Static Address in the

Action column. After the operation is successful, a message indicating binding success is displayed and
the bound address is displayed in the static address list.
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Figure 4-138 Binding a Dynamic Address as a Static Address

i I ent Configuration v
s 7 @ Binding success. _ B & & % .

MAC Address VLAN ID Interface Action

00d0 1822 39ad 207 Gi1/3 Bind Dynamic Address as Static Addre
00d0.f833.33f7 207 Gil/3 Bind Dynamic Address as Static Addre
04d0 1852 8502 207 Gi1/3 Bind Dynamic Address as Static Addre
0847.5837 5ad9 207 Gil/3 Bind Dynamic Address as Static Addre
1082.3d95.da01 207 Gil/3 Bind Dynamic Address as Static Addre
1082.3d95 fefc 207 Gil/3 Bind Dynamic Address as Static Addre
1082 3de6 1b63 207 Gi1/3 Bind Dynamic Address as Static Addre
1234.5678.912a 207 Gitl/3 Bind Dynamic Address as Static Addre

o Querying dynamic MAC addresses: Click the drop-down list box on the left, and select a condition to
query MAC addresses. In the search box, enter the corresponding content. Click Search to search for
dynamic MAC addresses that meet the conditions. For example, if you select VLAN ID-based Query,
you need to enter the VLAN ID in the search box.

Figure 4-139 Querying Dynamic MAC Addresses

Dynamic Address Table Set Static Address Set Filtering Address

Query by MAC ~ Please Enter

o

Query by MAC
MAC Address VLAN |I xe Action

VLAN ID-based Query

Interface-based Query

Total 0 10/page -~ < 1 > Go to 1

(2) Set Static Address

When the switch forwards data, it forwards packets based on the MAC address table. You need to manually
bind MAC address of network devices to connected device interfaces. For example, a static address is
configured. If the packet received in the VLAN carries the static address, the packet will be forwarded to the
specified interface. If IEEE 802.1x authentication is enabled on an interface, you can configure MAC address
binding without authentication.

If the configuration takes effect but is not displayed properly on the page, please refresh the page.

On the Set Static Address page, you can create or delete static MAC addresses.
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® Creating a Static Address

Click Create Static MAC Address. In the pop-up window, set the configuration items and click OK to deliver

the configuration. A static MAC address is created.
Figure 4-140 Creating a Static Address
Dynamic Address Table Set Static Address Set Filtering Address

0 Note:\When the switch forwards data, it forwards packets based on the MAC address table. You need to manually bind MAC address of network devices to connected device interfaces. For example, a static address is configured. If the:
packet received in the VLAN carries the static address, the packet will be forwarded to the specified interface. If IEEE 802.1x authenticalion is enabled on an interface, you can configure MAC address binding without authentication.

If the configuration takes effect but is not displayed properly on the page, please refresh the page.

Create Static MAC Address Bulk Delete Refresh

Port MAC Address VLAN ID Action

Create Static MAC Address x

* MAC Address Example: 0002.0002_0002

*WLAN ID Please Enter Range: 1 - 4094

L=
* Select Port ﬂ Select Panel E Aggregate Port@ VSL Port ﬂ Electrical Portl | Optical Port

CORGO0 000000
gg???g ?Q 13 20 22 24 25 26 27 28

Port Role: = TRUNK = Layer 3 Interface

® Deleting Static Addresses

Select one static address or multiple static addresses to be deleted, click Delete in the Action column or
click Bulk Delete. In the displayed dialog box, click OK.
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Figure 4-141 Deleting Static Addresses

Tips

o Are you sure you want to remave the siatic address?

o

® Editing a Static Address

Click Edit in the Action column. In the pop-up window, set the configuration items. Click OK to deliver
the configuration.

Figure 4-142 Editing a Static Address

*MAC Address  0002.0002.0001
*VLAN ID [ Range: 1 - 4094

* Select Port [ ] Select Panel ['1] Agaregate Port [+ VSL Port [] etectical Port [] optical Port

EEOD AAOOAA
DD OO

0 1 14 16 18 20 22 24

o
]

Port Role: © TRUNK = Layer 3 Interface

(3) Set Filtering Address

The switch forwards data based on the MAC address table. When receiving a packet with the source
address or destination address of the configured to-be-filtered MAC address in a VLAN, the switch discards
the packet. For example, if a user initiates ARP attacks, the MAC address of the user can be configured as

a to-be-filtered address to prevent attacks.
If the configuration takes effect but is not displayed properly on the page, please refresh the page.
® Setting a MAC Address to Be Filtered Out

Click Create Filtered Address. In the pop-up window, set the configuration items. Click OK to set a MAC

address to be filtered out.
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Figure 4-143 Setting a MAC Address to Be Filtered Out

Create Filtered Address

* MAC Address Please Enter

* VLAN ID Please Enter Range: 1- 4,094

cancel

® Deleting MAC Addresses to Be Filtered Out

Select one address or multiple addresses to be deleted, click Delete in the Action column or click Bulk
Delete. In the displayed dialog box, click OK.

Figure 4-144 Deleting MAC Addresses to Be Filtered Out

Tips

0 Are you sure you want to remove the filtered address?

Cancel

® Editing a MAC Address to Be Filtered Out

Click Edit in the Action column. In the pop-up window, set the configuration items. Click OK to complete
the modification.

78



User Guide eWeb Management System

Figure 4-145 Editing a MAC Address to Be Filtered Out

Edit Filter Address

* MAC Address 0001.0001.0001

*VLAN ID 2000 Range: 1 - 4,094

4.5 Security

4.5.1 DHCP Snooping

Choose Security > DHCP Snooping to access the DHCP Snooping page. Click DHCP Snooping to enable
or disable DHCP Snooping. You can configure trusted interfaces in the page.

Figure 4-146 DHCP Snooping

0 DHCP Snooping
Home  DHCP Snooping
DHCP listening function can listen to DHCP messages in the network, the correct client IP. MAC, Vian, it d other information i ient lorary (software tabie). In conjunction with IP Source Guard
ACL /ARP Inspection and other features, ARP spoofing and IP source address spoofing can be prevented in dynam ic IP address environments.
o
Ne\l\;ork In addition, by dividing interfaces into trusted interfaces and untrusted interfaces, only trusted DHCP servers are allowed, and illegal DHCF servers are blocked to prevent DHCP server spoofing.
ACL You are advised to enable this function on access switches.
ARP Guard
Security © Ithis feature is enabled, authentication features such as WEB MAC Bypass authentication, obtaining MAC address through commercial marketing, and obtaining MAC address through local server will be disabled
ARP Entries
L
o&M
Configure Trusted port
System
Please select the interface (usually an uplink inerface) that connects to a valid DHCP server asa [ [ isan

® The system wil only forward DHCP reply messages from trusted interfaces. Requests from DHCP client will be forwarded only fo rusted interfaces.
If the DHCP senvice is enabled on the local device, you do not need to configure the trust port

If the DHCP senvice is not enabled on the local device, you must correctly configure the trust port. Othewise, the client will not be able to get the MAC address

[T select Panel [1] Agaregate Port ] up [l snutdown [™] current port state [+] vsL Port [ eeectrical Port [~] optical Port

Ot Gdndon
o T B

T 7 I
n 2 4 16 18 20 2 A 25 26 a7 28

Port Role: 7 TRUNK = Three Layer Port  Current Trusted Interface: &
SelectAll Invert Clear Tip:You can select mutiple ports by holding down the left mouse button and dragging the mouse.

m ‘Show Trusted Inferfaces

4.5.2 ACL

Choose Security > ACL to access the ACL page.
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Figure 4-147 ACL

eWeb Management System

= ACL List ACL Application

[ ]

Home  pHEP snooping
ACL List

S ACL

Network
ACL
ACL List. Selec Add ACL Delete ACL

9

Security
Access Rule
e
Q&M
Delete Selected
o
System Sre IP/Wilde Access Cont Dest IP/Wild
NO. Description Sre. Port Protocol Dest Port Time Period Status
ard rol card
No Data
Total 0 10/page < 1
Ruijie Networks Co_, Ltd. © 2023 , Technical support online Service: https://www.ruijienetworks com/rita
2. ACL List

>

Action

Goto 1

On this page, you can add or delete ACLs, and add, delete, or edit ACEs, as shown in the following figure.

Figure 4-148 ACL List

ACL List ACL Application

ACL List

ACL List: Select ~ AddACL Delete ACL

Access Rule

Add Access Rule Delete Selected

NO. Description

Total 0

(2) Adding an ACL

Src IP/Wilde
rd

Dest IP/Wild

card

Access Cont
Src. Port . Protocol Dest Port Time Period Status
rol

No Data

10/page

Click Add ACL. In the pop-up window, set the configuration items. Click OK to add an ACE.
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Figure 4-149 Adding an ACL

Add ACL X

ACL Type: © Standard ACL (Source-address-based Control)
Extended ACL (Flow-based Control)

MAC-based Extended ACL(Flow-based Caontrol)

* ACL Name: Please Enter Please enter letters or numbers in the range of 1-99 and 1300-1900.

Cancel

(3) Deleting an ACL

Select an ACL and click Delete ACL. On the displayed dialog box, click OK to delete the ACL.

Figure 4-150 Deleting an ACL

Tips

0 Are you sure you want to delete the ACL?

Cancel

(4) Adding an ACE

Select the ACL list and click Add Access Rule. In the pop-up window, set the configuration items. Click OK
to add an ACE.
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Figure 4-151 Adding an ACE 1

ACL List ACL Application

ACL List
@

ACL List: test ~ Add ACL Delete ACL

Access Rule

@
Add Access Rule Delete Selected
Descriptio Src IP/Wild Access Co Dest IP/Wil Time Perio
NO. Src. Port Protocol Dest Port Status Action
n card ntrol dcard d

Figure 4-152 Adding an ACE 2

Add Access Rule

ACL Type:

ACL Name

Access Control O Pemit Deny

Description Please Enter

Time Period Please elect -
Any IP

Single IP v 1P

@

el

(5) Deleting an ACE

Select the ACL and ACE in sequence. Click Delete Selected. In the displayed dialog box, click OK to delete
the ACE.
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Figure 4-153 Deleting an ACE

Tips

0 Are you sure you want to delete the access rule?

Cancel

® Editing an ACE

Click Edit on the Action column. Modify the configuration items in the pop-up window. Click OK.

® Moving an ACE

Click Move on the Action column. In the displayed dialog box, enter the sequence number of the ACL rule
to be moved and click Move. After the operation is successful, a message indicating "ACE switching is

successful" is displayed. The ACE rule and the selected rule are switched, as shown in the following figure.

Figure 4-154 Moving an ACE

Select Rule

@ Note: The rule's priority is in descending arder from top to bottom

* Swap selected rule 1020 with

rule
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Figure 4-155 ACE Rule Before Moving

Sro IPWilde Access Cont Dest IPWild
MO Description Src. Port Protocol Dest Port Time Period Status. Action
ard rol card
Edit
10 Any Any Deny tep Any 443 - 443 All Time Artive
Maove
Edit
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Move
Edit
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Edit
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Move
X Edit
1030 Ay Any Deny udp Ay Any All Time Active
Mowe
Figure 4-156 ACE Rule After Moving
Sre IPWilde Access Cont Dest IP/Wild
NO. Description Src. Port Protocol Dest Port Time Period Status Action
ard rol card
Edit
10 Any Any Deny tep Any 443 - 443 All Time Aptive "
ove
Edit
20 Any Any Deny tep Any a0-80 All Tirme Active
Move
Edit
1010 Any Pesmit ip Any All Tirne Antive
Move
Edit
1020 Any Any Deny udp Any Any All Tirme Active
Move
Edit
1030 Any Pesmit pim Any All Tirne Antive
Move

3. ACL Application

A\ Ccaution

If the configuration takes effect but is not displayed properly on the page, please refresh the page.

On this page, you can add, delete, or edit application ports of an ACL, as shown in the following figure.
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Figure 4-157 ACL Application

ACL List ACL Application

o Note: If the configuration takes effect but is not displayed properly on the page, please refresh the page.

Add Port Delete Selected

ACL Port Direction Action

No Data

Total 0 10/page v~ < 1 > Go to 1

(2} Adding an ACL Application Port

Click Add Port. In the pop-up window, set configuration items. Click OK to add an application port of an
ACL.

Figure 4-158 Adding an ACL Application Port

Add Port X
ACL List Please Enter ~
Direction: Inbound v
Select Port: Select Device: ~
G Select Panel m Aggregate Port E VSL Port G Copper Port |:| Optical Port
1 3
2 4
SelectAll Invert Clear Tip:You can select multiple ports by holding down the left mouse butten and dragging the mouse.
Layer 3 Gil/2/i6 Tel/gi1 Te2iin Te2/7i3 Te2/7/5 Tez2rtle VLAN1
Interface:
e
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(3) Deleting an Application Port

You can delete one application port or application ports in batches. Select the application port to be deleted
and click Delete or Delete Selected. On the displayed dialog box, click OK.

Figure 4-159 Deleting an Application Port

Tips

o Are you sure you want to delete the item?

Cancel

(4} Editing an Application Port

Click Edit on the Action column. Modify the configuration items in the pop-up window. Click OK.

4.5.3 ARP Anti-Spoofing

Before communication, both communication parties on a network must convert IP addresses to MAC addresses
using Address Resolution Protocol (ARP). An attacker forges IP and MAC addresses to perform ARP spoofing,
which generates a large amount of ARP traffic on the network, leading to network congestion. The attacker can
continuously send forged ARP response packets to change the ARP cache of the target host, resulting in
network interruption or Man-in-the-Middle (MITM) attacks. After ARP attacks, the device may fail to access the
Internet, the number of ARP packets surges, or IP conflicts occur. To avoid ARP attacks, configure static ARP
mappings between IP and MAC addresses.

1. ARP Entries

Choose Security > ARP Guard > ARP Entries. On the ARP entry management page, ARP entries can be
queried, bound, and deleted.

Figure 4-160 ARP Entries Page

[}
Home  DHCP Snooping Dynamic Binding=>Static Binding Remove static Binding Manual Binding 1P Address Q
2 ACL
@ 1P Address MAC Address Type Action
Network
ACL
172.29.42.1 c470.abfc.4b01 Dynamic Binding Dynamic Binding>>Static Binding
ARP Guard
Security 17229425 3000.9624.1060 Dynamic Binding Dynamic Binding>>Static Binding
ARP Entries
o 172.20.42.42 0012.7837.203 Dynamic Binding Dynamic Binding>=»Static Binding
08M
172.29.42.15 0040.822.357h Dynamic Binding Dynamic Binding=>Static Binding
-
S 172.29.42.49 0040.1822.354D Local ARP Entry

172294278 00d0.200.120e Dynamic Binding Dynamic Binding>=Static Binding
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® Manual Binding

Click Manual Binding. In the displayed dialog box, enter the IP address and MAC address to be bound.
Click Save to deliver the configuration. If the IP or MAC address for the static ARP binding is the same as
that of a dynamic ARP binding entry in the list, the static binding entry will replace the dynamic binding entry
after the configuration is applied.

Figure 4-161 Manual Binding

Manual Binding

* IP Address

* MAC Address e.g. 00d0.f822.33aa

cancel

® Converting Dynamic ARP Binding to Static ARP Binding
You can convert dynamic ARP binding to static ARP binding for a single entry or multiple entries in batches.

® Converting a single dynamic ARP entry to a static ARP binding entry: Click Dynamic Binding >> Static
Binding in the Action column of a specified dynamic ARP entry. Click Save in the displayed dialog box to
deliver the configuration.

® Converting multiple dynamic ARP entries to static ARP binding entries: Select one or more dynamic ARP
entries for conversion and click Dynamic Binding >> Static Binding. In the displayed dialog box, click Save
to deliver the configuration and convert the selected dynamic ARP entries to static binding entries.

Figure 4-162 Dynamic ARP Binding to Static ARP Binding

Tips

o Are you sure you want to batch change them to static

binding type?

cancel m

® Deleting Static Binding Entries

You can delete a single binding entry or multiple binding entries in batches.
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® Deleting a single static binding entry: Click Remove static Binding in the Action column for a static ARP
binding entry. In the displayed dialog box, click Save to delete a static binding entry.

® Deleting multiple static binding entries in batches: Select one or more static binding entries, and click Remove
static Binding at the top. Then, click Save in the dialog box to deliver the configuration to delete the selected
static ARP binding entries.

Figure 4-163 Deleting Static Binding Entries

Tips

o Are you sure you want to batch eliminate static binding
type?

Cancel Save

4.6 O&M

4.6.1 Network Diagnostic Tools
1. Network Detection

Choose O&M > Network Diagnostic Tools > Network Detection to access the Network Detection page.

88



User Guide eWeb Management System

Figure 4-164 Network Detection

Ping Test Traceroute Test
(] —

Home lNetwork Diagnostic T|

\l’:\/ Network Detection Ping Mode: Non-Management Interface

Network )
One-Click Collect
* Dest. IP Address or Domain Name: Please Enter
© Device O&M
Security
Upgrade * Timeout Period 2
O?M Restart
* Number of Retries: 5
Configuration Manag...
System System Time " Packet Size: 100
Log Server
* Allow Fragmentation: @) Yes No
DNS Server
System Character Set
Web Console

Restore Factory Setti...

(1) Ping Test
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Figure 4-165 Ping Test

Ping Test Traceroute Test

Ping Mode: Mon-Management Interface
* Dest. IP Address or Domain Name: 10.1.1.1
* Timeout Period: 2
* Number of Retries: 5
" Packet Size: 100
* Allow Fragmentation: @) Yes No

m

Sending 5, 100-byte ICMP Echoesz to 10.1.1.1, timeout iz 2 zeconds:
< press CtrlH] to break >

® Start: Select Non-Management Interface from the Ping Mode drop-down list box to select the ping mode.
You can select Non-Management Interface and Management Interface. Enter the destination IP address
or domain name, timeout period, number of attempts, and packet size. After setting configuration parameters,

click Start to run the ping test. After the ping test is complete, the test results will be displayed.

4\ Note

The Allow Fragmentation item is displayed only when Ping Mode is set to Non-Management Interface.

® Stop: Click Stop to stop the current ping test.

(2) Trace route Test
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Figure 4-166 Trace route Test

Ping Test Traceroute Test
Tracert Mode Non-Management Interface
* Dest. IP Address or Domain Mame: 10.1.1.1

* Timeout Period: 2

¢ press Ctrl+ to break >
Tracing the route to 10.1.1.1

1 10,110.17.1 11 mzec 10 msec 3 mzec

2 * * *

® Start: Select Non-Management Interface from the Tracert Mode drop-down list box to select the tracert
mode. You can select Non-Management Interface and Management Interface. Enter the destination IP
address or domain name and timeout period. Click Start to run the tracert test. After the tracert test is

complete, the test results will be displayed.

® Stop: Click Stop to stop the current tracert test.
2. One-Click Collect

Choose O&M > Network Diagnostic Tools > One-Click Collect to access the One-Click Collect page.

You can use the One-Click Collect function to collect switch fault information for troubleshooting.
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Figure 4-167 One-Click Collect

H Note: This One-Click Collect button collects fault information for device troubleshooting
Cme Network Diagnostic T...
© Network Detection One-Click Collect

Network
One-Click Collect

;] Device O&M

Security
Upgrade
© Restart
O&M
Configuration Manag. ..
<
System System Time
Log Server
DNS Server

System Character Set
Web Console

Restore Factory Setti

Collecting fault information may take about 10 minutes. After the collection is complete, you can download the
collected fault information to a file named tech_ vsd0_ 20210716142650.tar.gz. Click One-Click Collect. The

Notice dialog box is displayed.

Figure 4-168 One-Click Collect 1

X

o It may take more than 10 minutes to collect information. Do

you want to continue?

Click OK. The collecting process starts.
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Figure 4-169 One-Click Collect 2

Mote: This One-Click Collect button collects fault information for device troubleshooting.

D

Collecting...

After the collection process is complete, the Notice dialog box is displayed. Click Download to download the
collected information in a tar.gz compressed file.

Figure 4-170 One-Click Collect 3

0 Collect succeeded.

4.6.2 Device O&M

1. Upgrade

Choose O&M > Device O&M > Upgrade to access the Upgrade page.
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Figure 4-171
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Network
One-Click Collect
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IUpgrade I
o Restart
O&M
Configuration Manag...
O
System System Time
Log Server
DNS Server

System Character Set
Web Console

Restore Factory Setti.

eWeb Management System

Upgrade

Note: You can download the correspoending software version from the official website to the local PC and upgrade the device in the following
ways.

Important: 1. When upgrading the main program or Web package, please make sure that the software version and model are the same as
those of the device to be upgraded. 2. During upgrading, the page may not respond temporarily due to flash sorting. In this case, do not
power off or restart the device until the upgrade is successful. |

selete file

Ruijie Networks Co., Ltd. © 2023 , Technical support online Service: hitps://www ruijienetworks.com/rita

Note

You can download the required software version file from Ruijie Networks' official website to the local PC and

upgrade the switch using the downloaded file.

A\ Caution

® When upgrading the main program or the web package, ensure that the version and model are the same
as those of the current switch.

®  During upgrading, there may be no response temporarily due to flash loading. In this case, do not power
off or restart the switch until the upgrade is successful.

2. Restart

Choose O&M > Device O&M > Restart to access the Restart page.

® Click Restart Now to restart a switch.

® The restart process takes about 1 minute. Do not perform any operation during this period.

® After the switch is successfully restarted, the current page will be refreshed automatically.
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Figure 4-172 Restart
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3. System Time

Choose O&M > Device O&M > System Time to access the System Time page

Figure 4-173 System Time

[ ]
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P Network Detection
Network

One-Click Collect

i Device O&M
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o
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4. Log Server

You can click "Restart Now" button below to restart the router

Note: The restart process takes about one minute After restart, the system
automatically jumps to the login page for you to log in again

Restart Now

2070-01-04-18:02:59

(D 2070-01-04 15:02:44

Time Zone Synchronization:

eWeb Management System

Ruijie Networks Co_, Ltd. © 2023 | Technical support online Service: https://www.ruijienetworks.com/rita

Automatically synchronized with Internet time server

Choose O&M > Device O&M > Log Server to access the Log Server page. Click Syslog Upload to enable or

disable the syslog upload function.
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Figure 4-174 Log Server
[ ] Log Server
Home  Network Diagnostic Tools
Network Detection
Sysleg Upload
Network

One-Click Collect

o Device OBM
Security

Upgrade
o Restart
System Time
o
System

DNS Server

System Character Set
Web Console
Backup And Recovery

Configuration Management

5. DNS Server

Choose O&M > Device O&M > DNS Server to access the DNS Server page.

“ 1P of Upload Dest. Server

=Port

@ The port number is 514 by default. Please use a port wiih a port number between 1024 and 65,535. Make sure that this port is not a UDF port.

Logging Level

Flease Enler

514

Flease Enler

ipv6

eWeb Management System

© Logging level: 0 indicates a criical error, 1 indicates an error that needs to be comected immediately, 2 indicates a critical error, 3 indicates an error that needs attention but is not critical, 4 indicates a warning that may
exist, 5 indicates the information that needs attention, 6 indicates the general information, and 7 indicates the debugging information. The smaller the number, the more urgent and important the log is

® Click + to add a DNS server.

® Click x to delete a DNS server.

® Click Save to submit the configuration.

Figure 4-175

DNS Server

[ ]
Home  Network Diagnostic T...
~ Network Detection
Network

One-Click Collect

©

Security
Upgrade
ok Restart
O&M
Configuration Manag...
L
System System Time

Log Server

DNS Server 1 10.0.66.1

DNS Server 2: 34.126 80.150

DNS Server 3: 35197 136171

Save

System Character Set

Web Console

Restore Factory Setti.

@ Enter the DNS address provided by your operator. If you don't know the DNS address, you can directly enter 8.8.8.8_ If you want to
configure the IPv6 DNS server, you are advised to enter 240c::6666.

Ruijie Networks Co_, Ltd. © 2023 , Technical support online Service: https://www ruijienetworks.comi/rita

6. System Character Set

Choose O&M > Device O&M > System Character Set to access the System Character Set page.
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Figure 4-176 System Character Set

£

Home  Network Diagnostic T...

, Network Detection
System Character Set GBK Save
Network

One-Click Collect

o Device O&M

@ The default system character set is GBK Please set the same system character set for terminal emulators such as SecuraCRT

Security
Upgrade
e Restart
O&M
Configuration Manag...
18]
System System Time
Log Server
DNS Server

System Character Set
Web Console

Restore Factory Setti...

There are two options in the System Character Set drop-down list box, which are UTF-8 and GBK. After a

character set is selected, click Save to save the configuration.

O Note

The default value is UTF-8.

Figure 4-177 Setting System Character

@ The default system character set is GBK Please set the same system character set for terminal emulators such as SecureCRT.

System Character Set GBK E }

UTF-8

GBK

7. Web Console

Choose O&M > Device O&M > Web Console to access the Web Console page.
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Figure 4-178
[ ]
Home  Network Diagnostic T...
Network Detection
Network
One-Click Collect
Security
Upgrade
At Restart
0&M
Configuration Manag...
&
System System Time
Log Server
DNS Server

System Character Set

Web Console

Restore Factory Setti...

Web Console

Console Output

Rboot version

Software version

Serial number

Rboot version

Softw

Switch(f

+ MACC202306171

: 13:15:17:19

¢ Loo

¢ 1.4.32(Master) L 4 21(Slave)
+ 1160

+ MACC257003900

eWeb Management System

) By Ruijie Networks

Command Input

|ﬂ' B

1. Enter a command in Command Input box and click Send. The command execution result will be displayed

in the console.

2. Click Clear Screen to clear the output result.

4.6.3

Backup And Recovery

1. Configuration Management

Choose O&M > Backup And Recovery > Configuration Management. On this page, you can perform local
configuration backup and local configuration import. The local configuration backup and import functions are
used to restore local configurations and implement fast local configuration.

A

Caution

The exported configuration of the local device is the local device configuration, which is the show
runing-config command output. The exported file is config.text. You can import this file to restore the

configuration.

You can import the config.text file to the device on the Config Import page. After the configuration file is
imported, the device restarts and the configuration takes effect. Do not close or refresh the page during
the import. Otherwise, the import may fail.
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Figure 4-179 Configuration Management

| Config Backup Config Impor‘t]

9 Network Diagnostic T...
Home
. Network Detection o The exported content of the local configuration is the content queried by the show runing-config command, and the exported file is config text You can import X
the file when restoring the configuration
Network One-Click Collect
o Device O&M Export Running Config View Running Configuration
Security Upgrade
e Restart
o&M
System Time
< Log Server
System

DNS Server
System Character Set

Web Console

Backup And Recovel
Configuration Mana...

Manual Database B

Auto Database Back

Restore Factory Sett.. Ruijie Networks Co., Lid. © 2023 , Technical support online Service: htips://www.ruijienetworks.com/rita

(2) Config Backup

You can import or view the current configuration. The current configuration refers to show runing-config
command output.

Figure 4-180 Config Backup page

Config Backup Config Import

o The exported content of the local configuration is the content queried by the show runing-config command, and the exported file is config text. You can import X
the file when restoring the configuration

| Export Running Config | View Running Configuration

o Export running configuration: Click Export Running Config to generate a config.text text file.

o View running configuration: Click View Running Configuration to access the current configuration page.
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Figure 4-181 Configuring Backup

Config Backup Config Import

& back

Current Config

Building configuration...

Current configuration: 6279 bytes

wersion
hostname
|

rldp enable

rldp error-recover interval 30
|

ip access-list standard test
I

no cwmp
|

service dhep
|

ip dhcp pool wlanl
option 43 ascii http://172. 16, 240, 1: 80/ api/ine fcomp/inform/rui jie_ine_ace_zem

(3) Config Import

On the Config Import page, you can import configurations or view the current configuration. You can import

an existing configuration file to the device for configuration restoration or fast configuration.

A\ Caution

After the configuration is imported, the device restarts and the configuration takes effect. Do not close or
refresh the page during the import. Otherwise, the import may fail.

Figure 4-182 Configuring Import

Config Backup Config Import

o You can import the backed up config text file to the device. After the import, the device restarts to take effect. Do not close or refresh the page during the import %
process; otherwise, the import may faill

File Name Select No file is selected

View Running_Configuration

® Import: click Import. Select the desired file and click Import to import the configuration file.

® View running configuration: Click View Running Configuration to access the current configuration page.
2. Manual Database Backup

Choose O&M > Backup And Recovery > Manual Database Backup. On this page, you can perform database

backup and database import operations. The database backup and import functions are usually used before
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and after an upgrade. If the device upgrade fails, you can roll back the device to the previous version to import
the data.

A

Caution

The exported file is an SQL database file, which contains service data and operation logs for remote
management. The exported file name is eweb.db.

You can import the eweb.db file on the Manual Database Backup page. After the file is imported, the
configuration takes effect after the web service is restarted. Do not close or refresh the page during the
import. Otherwise, the import may fail.

Figure 4-183 Manual Database Backup

Home

Network

m

Security

Database Backup Database Import
Network Diagnostic T...

Network Detection @ The exported files are SQL database files, including remotely managed service data and operation logs. The export file name is eweb.db X

One-Click Collect
Export

Device O&M

Upgrade

o
o&m

Restart

System Time

o

System

Log Server

DNS Server

System Character Set
Web Console

Backup And Recovery

Configuration Mana...

Manual Database B

Auto Database Back...

Restore Factory Sett. . | Ruijie Networks Co., Ltd. © 2023, Technical support online Service: https://www.ruijienetworks.com/rita

(2) Database Backup

Click Export to download the database file with the file name extension of db. The SQL database file

contains service data and operation logs for remote management.

Figure 4-184 Database Backup

Database Backup Database Import

o The exported files are SQL database files, including remotely managed service data and operation logs.The export file X
name is eweb.db.

(3} Database Import

The file extension of the imported database file must be db.
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A\ Caution
® The imported version cannot be higher than the current database version.
® After the database file is imported, the configuration takes effect after the web service is restarted. Do not

close or refresh the page during the import. Otherwise, the import may fail.

Figure 4-185

Database Backup

Database Import

Database Import

0 You can import the eweb.db file that has been backed up. After the import, the web service takes effect after being
restarted.Do not close or refresh the page during the import process; otherwise, the import may fail!

File Name:

Select

No file is selected.

3. Auto Database Backup

Choose O&M > Backup And Recovery > Auto Database Backup. You can view the automatic database

backup data and enable automatic database backup configuration on this page.

Figure 4-186
nge Network Diagnostic T...

PI

Network

o)

Security

o
0&M

o

System

Network Detection
One-Click Collect
Device O&M

Upgrade

Restart

System Time

Log Server

DNS Server
System Character Set

Web Console

Backup And Recovery

Configuration Mana..

Manual Database B

Auto Database Back.. .

Restore Factory Sett

Auto Database Backup

Auto Database Backup Data Auto Database Backup Configuration
Time Username Login IP Module Type Log Details
No Data
Total 0 10/page < 1 > Goto 1
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(2) Auto Database Backup Data

This page displays historical data of automatic database backup, as shown in the following figure.
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Figure 4-187 Auto Database Backup Data

Auto Database Backup Data Auto Database Backup Configuration

Time Username Login IP Module

No Data

Total 0

(3) Auto Database Backup Configuration

eWeb Management System

Type Log Details

10/page -~ < 1 > Goto 1

The automatic database backup configuration function can automatically store system configuration data

for disaster recovery and configuration rollback. As shown in the following figure, you can enable/disable

the automatic database backup function and configure automatic database backup on this page.

a Click Enable to access the Auto Database Backup Configuration page.

b  To enable the automatic backup function, you need to provide the SSH credential of the SFTP server,

and configure the automatic backup path, frequency, and time, as shown in the following figure.

c After the required parameters are configured, click Save. The automatic database backup function is

enabled.

A\ Caution

The SQL database files backed up here contain service data and operation logs for remote management.

Figure 4-188 Auto Database Backup Configuration 1

Auto Database Backup Data Auto Database Backup Configuration

A\ If SFTP protocol is used for backup, SSH credentials of the SFTP server are required for the local device x

Auto Backup Settings

Automatically store system configuration data for disaster prevention and configuration rollback.
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Figure 4-189 Auto Database Backup Configuration 2

Auto Database Backup Data Auto Database Backup Configuration

A\ 1T SFTP protocol is used for backup, SSH credentials of the SFTP server are required for the local device. x

“ IP Address Example:127.0.0.1

* Port Number Please enter a number.
* Username Please enter the username
* Password Please enter the password. @

* Backup path Example: asd/asd.

* Backup Select a backup cycle. ~

frequency

* Backup time (@ Select backup time.

Save

4. Restore Factory Settings

Choose O&M > Device O&M > Restore Factory Settings to access the Restore Factory Settings page.

To save the current configuration, you are advised to export the current configuration by clicking Export Setup.
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Figure 4-190 Restore Factory Settings

Network Diagnostic T... R R _
Home Note: Restoring factory settings will delete all running confiqurations. If there are usaful configurations in the current system, you can first [Export Running Configurations] before restoring factory settings

o' _Please restore the factory settings
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Device O&M

Upgrade
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System Time

o Log Server
DNS Server
System Character Set
Web Console
Configuration Mana...
Manual Database B.

Auto Database Bac..

Restore Factory Set. | Ruijie Networks Co., Ltd © 2023 , Technical support online Service: hitps-//iwww ruijienetworks com/rita

A\ Caution

Restoring factory settings will delete all running configurations. If there are useful configurations in the current
system, you can first export running configurations before restoring factory settings. Click Export Setup to

restore the factory settings.

4.7 System

4.7.1 Operation Log

Choose System > Operation Log to access the Operation Log page. The operation log records users' key

operations. You can query the operation log based on the search criteria.

Figure 4-191 Operation Log

= Operation Log
]
Home | Operation Log
Time B StatDate 1o End Date Usemame Please enter the usemame. Login IP Please enter the IP address Module Please select the module. ~
\ License
Network S
Certificates and Registration Type P ectthe device type v Log Details | Please Enler Query Clear I column filtering
] SMB Management IP
Security . ) ’ )
g Name Device IP Device SN MAC Area Login Account LoginIP Module Type
€583 localhost 1234942570057 00d0.1822 354a Global admin 10.51.6.140 Local-Public Device Basic Config
cs83 localhost 1234942570057 00d0.7822 354a Global admin 10.516.140 Local-Public Login
Device Function Confi
cs83 localhost 1234942570057 00d0.1822 354a Global admin 10.516.140 Local-Switch

9

4.7.2 License

You will be given a license code after purchasing a license. You must obtain the device SN on the switch by

choosing System > License.
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Figure 4-192 License

n h Import License

Home  Operation Log
@ To apply a license for this device, you will need the license serial number of the device: Chassis1- 1234942570057 Copy
© Procedure:Step 1 Collect license information: (1) License code; (2) Device SN
Network Certificates and Registration Step 2 Visit hitps:#pa ruijie.com_cn/main_ca jsf, enter the license code and device S/N to generate a license file and download the file.

Step 3 Import the downloaded license file and complete the licensing process.

s @ SMB Management IP Note: Importing or uninstalling license may take about one minute to restart the service. The system automatically jumps to the login page for you to log in again
ecurity

4
0&M

o

System

(1} Import License
a Collect license information including License code (indicated on the license) and device SN.

b  Visit https://pa.ruijie.com.cn/main_wireless.jsf (Ruijie Networks' PA system), and enter the license
code and switch SN on the PA system to generate a license file. Enter the license SN and license code,
and click Finish to download the license file.

¢ Choose System > License, and click Import License. Click Select and select the downloaded license
file with the suffix *.lic from your local PC. Click Import.

Figure 4-193 Import License

Import License

Only _lic file can be uploaded

There is no file currently

(2} Uninstalling a License

You can view or remove the imported license on the License page in the eWeb management system. You can
view or remove other licenses in addition to the INC-EMB licenses on the License page.

Figure 4-194 Uninstalling a License

Import License

© o apply a license for this device, you will need the license serial number of the device: Chassis1(Current Chassis):G 1PWB49000038 / Chassis2: MACC567890325 Copy
Procedure:Step 1 Collect license information: (1) License code; (2) Device SN
Step 2 Visit hitps:lipa. uifie.com cnfmain_wireless Jsf, enter the license code and device S/N to generate a license file and download the fle

Step 3 Import the downloaded license file and complete the licensing process.

License Type  Permanent License Licensed Product ~ RG-INC-EMB-SW-AMAINT License Term  Indefinite Duration
emove

License Code RG-INC-EMB-SW-AMAINT00000057339064 License SIN ‘G1PWB4900003B Chassis 1

License Type Permanent License Licensed Product RG-INC-EMB-SW-AMAINT License Term Indefinite Duration
emove

License Code  RG-INC-EMB-SW-AMAINT00000057275217 License SN MACC567890325 Chassis 2
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4.7.3 Certificates and Registration

Choose System > Certificates and Registration to access the Certificates and Registration page. You can
upload certificate file and certificate private key or manage the ICP license in this page.

Figure 4-195 Certificates and Registration
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Save

4.7.4 SMB Management IP

& SChoose System > SMB Management IP to access the SMB Management IP page.

Figure 4-196 SMB Management IP
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